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Infrastructure for a clinical-
decision-intelligence system

Clinical decision intelligence (CDI) is an emerging area in health care, covering a broad
range of subjects, from clinical data integration and data analysis to knowledge
management and application development. The goal of CDI systems is to improve
health-care quality and reduce costs through the discovery, management, and
application of clinical intelligence from heterogeneous and rapidly expanding data
sources. These sources include data from clinical practice, nursing, health-care
management, health-care administration, and medical research. In this paper, we
discuss the functional requirements and reference architecture for CDI systems and
their clinical applications. This architecture includes an integrated framework for
managing the entire CDI process, a standardized enterprise ontology management
system, and a clinical knowledge representation platform. The CDI approach has the
potential to transform the health-care management process through the integration of
business intelligence, business rule management, and business process management

in a clinical setting, and to help health-care organizations move closer to an on

demand model.

INTRODUCTION

In the mid-1990s, several initiatives that raised
awareness of a crisis in the quality of health
care in America were launched. Among these
initiatives were those presented by the Institute
of Medicine' (IOM), the Agency for Healthcare
Research and Quality3 (AHRQ), the National
Association for Healthcare Quality4 (NAHQ), the
Leapfrog Group,S and the Institute for Healthcare
Improvement6 (IHI). Among the problems on
which these initiatives focused were poor outcomes
and inconsistency in the delivery of health care,
medical errors, and rapidly increasing health-care
costs.
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Some initial recommendations resulting from these
initiatives emphasized the effective utilization of
information technology (IT) as an essential element
in improving health-care quality and reducing costs.
This health-care IT transformation has many com-
ponents, including:

* The implementation of electronic health records,
® The secure exchange of medical information,
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¢ Evidence-based decision making that integrates
the best available external clinical evidence from
systematic research with individual clinical ex-
pertise, thus aiding the delivery of logical and
consistent medical care from clinician to clinician
and from hospital to hospital,

Aligning payment policy with quality improve-
ments, which provides financial incentives for
practitioners to follow quality improvement
guidelines and demonstrate improved
performance.

Implementing evidence-based medicine’and pay-
for-performance programs brings new challenges to
health-care IT. To meet these challenges, the field of
clinical decision intelligence (CDI) has emerged,
covering a broad range of subjects, from clinical
data integration and data analysis to knowledge
management and application development. In this
paper, we describe the infrastructure for a CDI
solution that enables the practice of personalized,
evidence-based medicine, supports clinical quality
improvement and pay-for-performance programs,
and facilitates knowledge sharing and practice
standardization. The infrastructure provides a
standardized platform for knowledge acquisition,
management, and application as well as ontology
management for the entire enterprise.

The knowledge discovery and acquisition facilities
of the CDI solution collect and manage the latest
biomedical research and clinical discoveries and
provide the foundation for practicing evidence-
based medicine. The knowledge management fa-
cilities of the CDI system support formal enterprise
knowledge-management policies and processes.
These facilities allow organizations to manage
clinical policies, quality improvement, and pay-for-
performance programs at the enterprise level. The
decision support facilities of the CDI solution make
its knowledge components, rules, and guidelines
available as services to applications through a rule
engine in a service-oriented architecture (SOA)
paradigm. The solution separates policy manage-
ment and application logic in order to allow an
enterprise to quickly adapt to rapidly changing
application development requirements. Service-
based decision support also facilitates the integra-
tion of legacy systems.

The CDI infrastructure supports standardized en-
terprise ontology management and integration with
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existing electronic medical records (EMRs) and
clinical information systems (CISes). Integration
with EMRs enables the delivery of personalized
medical care based on an individual patient’s
conditions. Standardization helps improve inter-
operability throughout an entire health-care orga-
nization and with external collaborators, including
government agencies and community clinics.
Standardized, evidence-based, and personalized
medical care means safe, effective, patient-centered,
timely, efficient, and equitable care for each patient,
and improved performance and cost-effective oper-
ation for the business. In addition to these benefits,
the integration of clinical analytics, knowledge
management, and decision support inherent in the
CDI solution helps transform health-care organiza-
tions into on demand businesses, which can rapidly
adapt to exponential data growth and rapidly
changing business requirements.

In the remainder of this section, we present an
overview of CDI and describe the basic requirements
for CDI systems. We then present our proposed CDI
solution (as designed and implemented) and its
application in two clinical scenarios.

Overview of CDI and related work

The CDI process is illustrated in Figure 1. As shown
in the figure, CDI systems are comprised of the
following three subprocesses: (1) knowledge dis-
covery and acquisition, (2) knowledge management,
and (3) decision support.

No system predating CDI integrates these three
subprocesses in a single system. Traditionally,
researchers in health-care organizations perform
research and discovery functions and publish the
results, but the systems are not automated, and the
results are rarely collected in a centralized reposi-
tory to be used to support clinical applications. This
results in a disconnection between discovery and
decision support. Knowledge management imple-
mentations vary, but very few systematic knowledge
management systems exist in health care, and they
are rarely linked to discovery or to decision support.
Decision support is embedded in applications and
not integrated with the other subprocesses.

The three subprocesses are performed by people
with different expertise, interests, and objectives,
and each carries its own unique challenges. The
subprocesses are inherently interconnected: each
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CDI process

cannot be well-managed without consideration of
the others. These subprocesses are described in
detail in the following subsections in the context of
CDI and work preceding and related to CDI.

Knowledge discovery and acquisition

Knowledge discovery and acquisition is performed
by many organizations, with or without an auto-
mated system. However, the goal of most such
projects is to discover and acquire knowledge only,
not to support an application. There is a gap
between the knowledge acquired and how it will be
used later. In CDI, we allow researchers to import
knowledge into a system that can be used directly to
support applications.

Clinical knowledge consists of statements, descrip-
tions, policies, and guidelines, all of which may be
used to provide decision support. The process of
clinical knowledge discovery is carried out by a
team of researchers and medical experts. During the
knowledge acquisition or evidence-based research
stage, the relevant knowledge that defines a clinical
practice, rule, or policy is assembled from literature
review, clinical data analysis and data mining,
analytical modeling, and expert consensus. Infor-
mation is extracted from research papers, reports,
evidence tables, flow charts, and guidelines that
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include evidence contents, sources, and quality
scores.

In the context of this paper, we consider three main
sources for knowledge discovery: primary research
through analysis of longitudinal clinical data,
secondary research through search, review and
analysis of existing publications, and information
from commercial, government, or academic content
providers.

The emergence and evolution of longitudinal EMRs
and clinical data warehouses allows researchers
access to large amounts of deidentified longitudinal
clinical data for performing primary research.
Mining this clinical data provides additional insights
through advanced analytics such as association
analysis, clustering analysis, classification, and
predictive modeling. These newly discovered in-
sights can be used as evidence for supporting new
organizational policies and guidelines, and new or
existing clinical applications. The knowledge might
be in the form of description summaries, diagrams,
charts, or models. The evidence might be in the
form of raw data or original analytical outputs.

Published peer-reviewed research papers and clin-
ical trial reports supply significant supporting
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evidence for secondary research, which can be used
to build the clinical knowledge base.

Biomedical literature publications have been grow-
ing at exponential rates. The MEDLINE** database,
provided by the United States National Library of
Medicine (NLM), contains nearly 11 million ab-
stracts from over 7,300 different publications from
1965 to the present and adds 7,000 to 8,000 abstracts
per week.” Researchers usually follow an estab-
lished search methodology when collecting evidence
for a search project. The knowledge is in the form of
a summary report, a diagram, or a flow chart. In this
case, the evidence is the collection of citations or
original publications.

There are many government agencies, organiza-
tions, and businesses that focus on assembling
clinical evidence and knowledge from diversified,
reputable resources to provide clinical guidance for
end users. These types of content may or may not
need additional local validation or modification.
Almost invariably, knowledge provided through this
channel is supported by validated evidence.

One of the most notable enterprise knowledge
acquisition projects is Quality Enhancement Re-
search Initiative (QUERI) at the Veterans Health
Administration (VHA).Q’10 QUERI is an innovative
integration of health-services research, policy, and
clinical-care delivery designed to improve the
quality, outcomes, and efficiency of VHA health
care. The six-step QUERI process defines the policy
and processes for identification and implementation
of evidence-based practices in routine care settings.
Through these rigorous processes and the overall
effectiveness of the program, the VHA has estab-
lished a national model for health-care quality
improvement.

Many existing knowledge acquisition systems were
developed based on the requirements of a specific
knowledge-management or decision-support proj-
ect. There is a consequent lack of a standard data
model, standard import utilities for capturing
knowledge and evidence, and a centralized reposi-
tory for captured contents. This in turn creates
problems for representing knowledge in a standard
executable format and using the knowledge for
decision support. Therefore, it is critical to create
standards for knowledge-capture data models and
tools. The knowledge acquisition process requires
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tight linkage with the overall knowledge-manage-
ment process.

Knowledge management

The benefits of clinical knowledge management
have become apparent in recent years as more
health-care organizations adopt evidence-based
practice and develop quality improvement pro-
grams. An ineffective knowledge management
system results in costly programs, duplicate efforts,
and loss of valuable knowledge within the orga-
nization, all of which contribute to poor quality of
care and increased costs. Without centralized and
enterprise-level knowledge management it is diffi-
cult to collect knowledge from multiple sources and
to search, manage, consolidate, and make this
consensual knowledge available at the point of care.
This also results in unnecessary complications in
developing decision support applications.

In knowledge management, the key is to provide a
centralized master repository that can be used to
support many applications. Organizations have just
started to implement knowledge management sys-
tems, but knowledge management systems are
being used as a content repository only. People use
these systems to store and later to search for
information, not for creating rules to support
applications, as is the case for CDI systems.

Efforts to bring clinical knowledge to the point of
care were recently reviewed by Sittig.11 Whether
they are library-type applications, real-time decision
support systems, or hybrids of the two, most of
these systems focus on the contents and user
interface of the application, not on building the IT
infrastructure.

Hybrid systems, wherein the same system provides
both a content repository and decision support, are
still projects at the research prototype stage. One
such project was undertaken at Partners HealthCare
System.12 This program has been under develop-
ment for more than a decade and is still not
complete. The system has been very effective in
reducing medical errors, enabling guideline adher-
ence, and reducing costs. However, it also demon-
strates the challenges organizations face in
developing complex systems. A particular challenge
is the effort to allow organizations to embed their
own knowledge into systems. This calls for the use
of a standards-based technology platform to provide

IBM SYSTEMS JOURNAL, VOL 46, NO 1, 2007



the system infrastructure that supports the goal of
implementing evidence-based medicine.

Knowledge management methodologies and tech-
nologies have been well-established in many in-
dustries and are available for adoption by the
health-care industry. Recent studies of Banner
Health’s experiences in developing clinical knowl-
edge management emphasized the importance and
impact of business process changes and the cultural
aspects of knowledge rnanagement.ls’14 Banner
Health has developed an integrated organization-
wide effort called Care Management to simultane-
ously address quality, safety, cost, and performance
issues within a 19-hospital health-care system.
Lessons learned from the two-year-old program
identified the challenges of knowledge management
pertaining to process and policy.

The technical considerations for the success of a
clinical knowledge management system are its
ability to support the business goals, policies, and
processes of the organization to ensure systematic
translation of findings and knowledge-engineering
work products into action. The knowledge man-
agement system needs to support centralized
knowledge and evidence repositories with evidence
linked to knowledge. The evidence needs to be
analyzed, disseminated, summarized, and modified
to create locally applicable rules, and these rules
need to be converted into executable formats so that
the knowledge can be applied at the point of care."”
The system needs to support a rigorous analysis,
review, and validation process. Effective collabora-
tion technologies such as online discussion forums
or expert locators are necessary to encourage all
stakeholders to participate in knowledge sharing. A
comprehensive document life-cycle management
function must be included in the knowledge
management system to maintain records of change
history and govern knowledge expiration and
update.

Decision support

Clinical knowledge is discovered, acquired, and
managed for the purpose of providing decision
support. A clinical application takes a clinical
situation as input and produces inference output
that can be used to provide assistance in a clinical
function.'® There are many types of clinical appli-
cations or decision support systems.”_20 In this
paper, we discuss only knowledge-based clinical
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applications, which are systems with a knowledge
base and an inference mechanism operating on a
patient database."®

CDI may be compared with existing clinical decision
support systems (CDSSes). In traditional clinical
decision support, people tend to develop a new
application based on their needs, with the rules for
decision support embedded in the application.
These rules often apply only to a single application.
There is no systematic way to optimize the
application development process and best use
existing resources. In CDI, we use the same rules to
support many applications. The focus is on appli-
cation integration and simplifying application de-
velopment.

Our focus is on large-scale, component-based
systems supporting multiple functions including the
following applications:

* Computerized Physician Order Entry (CPOE) sys-
tems are applications that enable physicians to
enter orders for medications, laboratory tests, or
radiology tests.

e Clinical Reminders and Alerts systems are appli-
cations that monitor and identify critical clinical
conditions or clinical events and send notifications
through wired and wireless devices.

* Adverse Drug Effects (ADE) is an application that
reviews a patient’s medication records and gen-
erates alerts if adverse drug-drug or drug-food
interactions are found.

® Report generation systems create knowledge and
both evidenced-based and personalized patient
reports on laboratory test results, pathology test
results, and so forth.

e (Clinical pathway systems are patient-focused tools
which describe the time frame and sequencing of
routine, predictable, multidisciplinary interven-
tions and expected patient outcomes, based on a
patient’s demographic profile and clinical condi-
tions.

* Disease management systems coordinate health-
care interventions and communications for pop-
ulations with conditions in which patient self-care
efforts are significant. Disease management sys-
tems emphasize prevention of exacerbations and
complications by using evidence-based practice
guidelines. These systems evaluate clinical, hu-
man, and economic outcomes on an ongoing basis
with the goal of improving overall health.
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Among the technical challenges of clinical decision-
support application development are issues related
to application integration and interoperability.
These issues can be addressed with business process
management and optimization. Integrating multiple
applications can be difficult for clinical decision-
support systems because most clinical applications
are developed to solve a specific problem within the
clinical information system, taking input from data
within the same system, embedding rules and
knowledge in the application, and using terminology
specific to the system. Embedding knowledge into
applications (known as “hard coding”) makes it
difficult to change and update the knowledge with-
out breaking the application and difficult to share
the same knowledge with other applications.

Because applications are tightly linked to a partic-
ular EMR format, very often, one EMR system
supports only applications within that system, and it
is difficult to create an application using data from
multiple CISes or EMR systems. This causes serious
interoperability problems as the need arises to
provide an overall clinical assessment of a patient.
This also limits the extensibility of legacy systems
and creates system integration issues. Huge inte-
gration efforts are required to expand legacy
application access to EMR data from other systems
or to implement the latest clinical discoveries.

Applications are developed using terminology spe-
cific to a particular clinical information system. This
makes application integration very difficult, as many
point-to-point mappings have to be made between
the terminologies of the applications. To help
develop flexible, expandable, and interoperable
applications, it is important to separate input data,
knowledge logic, and terminology from the appli-
cation. Data, logic, and terminology can be made
available as services to any application.

Requirements for CDI systems

Technical and business-process issues call for an
improved CDI system that addresses the issues
mentioned in the previous section at an enterprise
level. A successful enterprise CDI system needs to
meet the requirements outlined in this section.

The CDI system should support knowledge acqui-
sition, knowledge management, knowledge repre-
sentation, and decision support subprocesses under
a single framework. This helps improve quality of
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care and reduce cost through better integration of
clinical analytics, knowledge management, business
process management, and performance monitoring.
The system should provide knowledge-acquisition
and knowledge-management tools suitable for the
medical knowledge, IT skills, and organizational
responsibilities of target users. The tools should be
compatible with standard analytic processes and
applications.

In addition, the system should provide a centralized
knowledge and evidence repository and support
enterprise search management, workflow manage-
ment, collaboration, and document life-cycle man-
agement. Flexible development and integration
should be enabled, improving the interoperability of
decision support applications. Input data, medical
knowledge and logic, and terminology should be
separated from the application. This requirement
necessitates a rule engine, a virtual data warehouse
for patient data, a standard enterprise terminology-
management system, and a standard knowledge-
representation format. In the following section, we
describe a CDI solution which satisfies these
requirements.

A PROPOSED CDI SOLUTION

In this section, we present the functional description
and reference architecture for a proposed CDI
solution that we have designed and implemented.

Functional description

A block diagram of the CDI solution that we have
developed is shown in Figure 2. The CDI system
provides a framework for managing the entire
knowledge discovery, knowledge management, and
decision support processes and integrates with
existing clinical information systems within an SOA
framework. The system supports clinical trans-
formation by providing technology enablement for
improved clinical knowledge management and
clinical application development processes.

The functions of the CDI system support a well-
defined clinical management process. The key
components of the process and functionalities are
enterprise terminology management, evidence col-
lection management, knowledge representation and
management, and knowledge execution. Details of
these components are discussed in this section.
Table 1 lists the roles and responsibilities of key
users of the system.
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Table 1 Roles and responsibilities in the CDI process

Name of Role

Description and Responsibilities

Chief Rule Officer

Medical Researcher

Knowledge Engineer and Rule
Quality Control Engineer

Evidence/Rule Reviewers

Medical Review Board

Application Developers

Person or group of persons who are responsible for managing the entire CDI business
process. Responsibilities include initiating new evidence collection and knowledge
discovery projects for managing knowledge and for providing knowledge for applica-
tions. This person or group may also play the roles of chief medical officer, chief
quality officer, or knowledge-management project manager.

Physician or medical research-team member who conducts research, gathers evi-
dence, and creates, edits, and updates the knowledge statement.

A medical informatician (a practitioner of informatics) who has medical knowledge
and understands medical logic and who is responsible for creating logic and execut-
able rules from the knowledge statement.

Internal and external domain experts assigned to review and validate the rules and
supporting evidence. These are users with medical knowledge and with understand-
ing of rule language who are responsible for reviewing and validating that text and
boolean rules entered by the knowledge engineer are consistent and correct.

A formal committee responsible for overall quality of knowledge and its application
in decision support.

Responsible for developing or modifying clinical applications using rules.
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Enterprise terminology management

Each organization needs to create and maintain a
standardized terminology repository, preferably
based onindustry standards. The CDI system supports
a terminology data model containing definitions and
structures for an enterprise-level standardized vo-
cabulary. A graphical user interface (GUI) is provided
to create, edit, and update system terminology.

Changes made to the system terminology dictionary
must be controlled according to a defined business
process, with only authorized personnel enabled to
make changes. All changes must be reviewed and
approved before taking effect. The terminology-
update workflow-management function enforces
these rules. A mapping service (the “terminology
mapping process”) is provided to map nonstandard
terminology from existing applications to standard
terminology in a bidirectional process to support
existing and new standard-compliant applications.

Evidence collection management
The evidence collection process is shown in
Figure 3. A knowledge discovery project may be
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initiated by researchers as part of standard research
efforts. The researchers may submit the research
results to the clinical knowledge base to be validated
and approved for implementation in an application.
More often, the project might be initiated by a “chief
rule officer” or “chief quality officer” who oversees
the collection of evidence and the support for a new
rule or application.

In either case, the researchers are responsible for
conducting primary and secondary research by
collecting evidence and formulating a knowledge
statement to be later converted into an executable
format. The evidence data model is used to store
evidence object data and metadata in the system,
linked to the knowledge they support. The data
model allows multiple items of evidence from
multiple sources to support one knowledge set and a
single item of evidence to support multiple knowl-
edge sets.

There are two ways to enter evidence into the CDI
system, as shown in Figure 3. In the manual import
process, researchers perform these steps: primary or
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secondary basic research (step 1), extracting evi-
dence (step 2), and using the CDI evidence-import-
ing utility to load the data into the evidence
repository (step 3). In the semiautomatic import
process, evidence is generated from other analytics
applications (step 1) and pushed or pulled into a
staging area for review (step 2). The reviewers
examine the evidence and approve or reject the
evidence (step 3), and approved evidence is stored
in the evidence repository (step 4).

Knowledge representation and management
Clinical knowledge is represented in descriptive
formats and in executable formats. In the CDI
system, the knowledge representation model con-
tains three formats: the knowledge statement,
clinical logic, and the executable rule.

In this paper, CDI knowledge statements are defined
as clinical knowledge in any format, such as text
statements, decision tables, and flow charts that
contain critical medical information. Knowledge
statements are often created by a team of medical
experts with deep domain knowledge and are
intended to be interpreted by medical practitioners.
The knowledge statement represents the consensus
of the team describing what problem is to be solved,
how it is involved in the clinical setting, who might
be affected, what the outcome is, and so forth.
Clinical knowledge statements are sometimes sum-
maries and extracts of comprehensive clinical
guidelines or summary reports.

Creating a clinical knowledge statement is the first
step of disassembling medical knowledge into a
computer-interpretable format. These statements
might be in the format of a set of modules consisting
of simple “if-then” rules or equivalent rule state-
ments. For example, a drug usage guideline for
patients undergoing percutaneous coronary inter-
vention (PCI) might be stated as: if a patient is to
undergo PCI, then a thienopyridine (e.g., clopidog-
rel, ticlopidine) with a salicylate (e.g., aspirin)
should be given before and after the procedure,
unless contraindicated.”’ The knowledge statement
might also be in the format of decision trees, order
sets, and so forth.”

Clinical logic is translated from the knowledge
statement into a format compliant with a data model
by knowledge engineers with broad medical
knowledge and understanding of knowledge-mod-
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eling technology. Great progress has been made in
knowledge representation data models in the past 10
years, but the field is still challenged by the lack of
widely adopted standards, lack of interoperability,
and inaccuracy in knowledge representation.23

The Arden Syntax is an HL7** (Health Level
Seven**) standard for representing computable
clinical 1<nowledge.24’25 In the Arden Syntax, each
decision rule is called a medical logic model (MLM).
An MLM is a hybrid between a production rule
(such as an if-then rule) and a procedural formal-
ism. Each MLM contains sufficient logic to make a
single clinical decision. Sequencing tasks can be
modeled by chaining a sequence of MLMs as
instructions, including queries, calculations, logic
statements, and write statements. MLMs have been
successfully implemented to generate clinical alerts
and reminders, interpretations, diagnoses, screening
for clinical research studies, quality assurance
functions, and administrative support.

Another category of model, the task network model
(TNM) has been developed for representing com-
plex, multistep clinical guidelines and for more
effectively describing temporal and other relation-
ships between component tasks. These include the
Asbru, EON, GLIF, GUIDE, PRODIGY, and PROfor-
ma models.”® TNMs can explicitly model alternative
pathways or sequences of tasks (i.e., control flow)
and can provide tools for visual representation of
plans and the organization of tasks within them.
Common features from these models are evolving
into a new HL7 standard called GELLO, a language
for representing clinical guidelines. The group
developing the object-oriented GELLO query and
expression language aims to create a standard data
model that is compatible with the HL7 Reference
Information Model®”*® (RIM).

Executable rules are rules in a machine-readable
format that can be interpreted by an execution
engine. Executable rules are created by program-
mers who understand the language used by an
execution engine, by knowledge engineers using a
GUI that generates code for the engine, or by
machine-generated code.

The CDI knowledge representation model supports
all three formats of knowledge representation:
knowledge statements, clinical logic, and executable
rules. The data model also supports the quality
control workflow which ensures that executable
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I

rules are consistent with clinical logic and knowl-
edge statements. CDI allows free-form knowledge
statements. CDI supports the Arden Syntax for
describing medical logic and ABLE (Agent Building
and Learning Environment) rule logic for the
executable rules.

Vocabularies used in clinical logic and executable
rules need to comply with the standard, user-defined
terminology in the system vocabulary. Only termi-
nology existing in the system vocabulary is allowed.
This is controlled and managed from the system
vocabulary control features of the CDI user interface.

The knowledge management workflow is shown in
Figure 4. Because the system consists of a set of
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preconfigured building blocks, the workflow se-
quence can be rebuilt easily, based on changing
business processes. A knowledge statement is
entered into the system during the knowledge
discovery process. Typically, knowledge statements
created by the knowledge discovery project team are
sent to a team of internal or external experts for peer
review. The peer review often focuses on validating
the scientific creditability of the evidence, confirm-
ing that the evidence is appropriate to support the
stated conclusions, and providing their own level of
confidence in the review.

After several iterations, the knowledge statement is
updated and submitted to a review board for
approval. This is often a formal business process,
requiring participation from affected departments or
personnel. A knowledge statement may be rejected
for many reasons, including questions on the value of
the scientific evidence, the statement’s applicability
to organizational environments, duplication or con-
flict with existing organization policy, and so forth. A
rejected knowledge statement might be modified,
processed, and approved in another workflow cycle.

An approved knowledge statement is then translated
into clinical logic by a knowledge engineer. A
quality control process is in place to ensure that no
medical context is lost or modified during this
translation. The clinical logic is then translated into
executable rules through a manual, semiautomatic,
or automatic process. Again, a quality control
process ensures that the contents are consistent in
all three formats. A life-cycle management system
ensures that a rule cannot be activated for produc-
tion until it has gone through the complete quality
control process. This system also manages version-
ing of rules. It ensures that any changes made to the
rules are recorded and that rules have an expiration
date so that all rules can be periodically reviewed.
Rules need to be properly annotated and indexed so
that they can be found by search systems and used
for decision-support application development as
well as business management.

Knowledge execution

The knowledge execution process involves three
components—a rule engine, its inputs, and its
outputs. Inputs for the rule engine are composed of
rules and patient data. Rules are stored in the
executable rule format created during the knowl-
edge management process. Patient data is aggre-
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gated from multiple systems and passed on to the
rule engine. The output of the knowledge execution
process is provided to clinical applications as rule
services. These rule services can be in various forms
and formats.

The CDI rule engine is an inference engine capable
of interpreting simple if-then rules, as well as
complex forward-chaining and backward-chaining
inference rules. Data in legacy systems is mapped or
converted to standard terminology before being
passed to the rule engine.

Before being passed to the rule engine, patient data
is aggregated. It is likely that for every patient in the
system, data is stored in multiple CISes and EMRs.
Although it is not necessary to consolidate all
patient data into a single repository, it is desirable to
create a virtual patient data warehouse to establish a
single view of all information related to a patient. It
also helps facilitate a mapping of the data to the
master vocabulary repository. Having this virtual
patient data profile means that decisions about the
patient can be made based on more complete
knowledge of the patient over a period of time, not
just a subset of patient data stored in a single
system. Evaluating the whole patient means accu-
rate, timely diagnosis and treatment and better
outcomes.

Reference architecture

Before the details of the CDI system and the
subsystems that compose it are described in this
section, key technologies and standards used in CDI
are reviewed. The CDI implementation platform is
reviewed at the end of this section.

Key technologies and standards utilized in the CDI
solution

The technologies and standards reviewed here
include ABLE, the Arden Syntax MLM, service-
oriented architecture (SOA), and Web Services.

Agent Building and Learning Environment. Although
the clinical data intelligence domain has matured, it
is still evolving, and its standards are still under
development. Standardization among rule engine
languages (i.e., languages that are actually executed
by a rule engine) has not occurred and probably will
not happen in the foreseeable future because of the
specific functionality and algorithms of the respec-
tive rule engines.
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ABLE consists of a software architecture and
framework, component library, development tool-
ing, and an agent platform for constructing auton-
omous intelligent agents and multiagent systems.29
At the core of ABLE is the ABLE rule engine. The
ABLE toolkit and rule engine were chosen for our
CDI solution for several reasons, including the
ability to discretely embed ABLE as a subsystem of
the overall CDI system, the breadth of algorithms
supplied, and its extensibility and incorporation of
new algorithms. Additionally, ABLE runs on a
J2EE** (Java** 2 Enterprise Edition) platform and,
while utilizing standard J2EE facilities such as Java
Message Service (JMS), Java Management Exten-
sions (JMX), and Web Services, enables seamless
integration with the rest of the enterprise.

The Arden Syntax MLM. The Arden Syntax for
Medical Logic Systerns,”’18 first introduced in 1989,
has been one of the leading representation models
for clinical knowledge. Our CDI solution uses the
Arden Syntax as a base schema for clinical logic
representation and supplements this base schema
with additional CDI metadata. This design allows
the CDI system to import, export, and fully utilize
Arden Syntax MLMs. The logic portion of the Arden
Syntax MLM contains pseudo-rule execution lan-
guage. Although not directly executable by the CDI,
this logic is translated by the CDI into the ABLE rule
language and executed by the ABLE rule engine.

SOA and Web Services. SOA is a paradigm that has
recently emerged as the de facto standard for
integrating enterprise data and applications. By
decoupling functionality and technology, an SOA
can provide the foundation for an agile and stable
infrastructure to support ever-changing business
demands and services.

The business services provided and consumed in the
enterprise using an SOA are realized as Web
Services. Web Services are a standard method for
providing IT services to the enterprise and do not
depend on any particular underlying platform,
operating system, or programming language. The
Web Service is formally described in a specification
or contract describing the inputs and outputs of the
service. The specification is defined in a WSDL
(Web Services Description Language) document.

By adopting the SOA/Web Services approach, the
CDI system can be integrated more easily with the
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CDI architecture

extension and growth while maintaining acute
localization of impact on the system. The business

rest of the enterprise. The CDI infrastructure can be
plugged directly into an existing enterprise SOA or

can provide the foundation for an SOA and enables
standardization and improved integration with
systems external to the CDI.

CDI system and component subsystems

The CDI architecture is comprised of six subsys-
tems, as shown in Figure 5. These are: User
Interface Services; Application and System Services;
Web Services; System, Application, and Device
Integration; Content Management; and Data Access
and Integration. The abstraction of services into
discrete subsystems assigns definitive responsibil-
ities to the respective subsystems and minimizes
interdependencies between areas. This allows for
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logic of the system is encapsulated entirely in the
Application and System Services subsystem. For
clarity of design, this subsystem has been further
divided into service areas, each representing a
functional area of the CDI system. Each subsystem
typically uses services provided in other subsystems
to achieve an overall task. The CDI subsystems and
functional service areas are explored in the follow-
ing sections.

User Interface Services subsystem. User Interface
Services provide presentation facilities and support
user interaction with the CDI system. The CDI
application is a Web-based application with most of
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CDI rule execution process

the user interaction performed by using a standard
Web browser. Additionally, the services provided by
this subsystem support other types of interaction
with wireless handheld devices, allowing freedom of
movement away from a desktop, as in hospital
scenarios. This subsystem also provides services
and data for existing third-party authoring applica-
tions, such as the Arden Syntax Checker, the ABLE
rule editor, or the IBM Data Discovery and Query
Builder (DDQB) rule editor.’>

Application and System Services subsystem. The
Application and System Services subsystem encap-
sulates the logic of the CDI application and is
realized in the form of Enterprise JavaBeans** (EJB)
and Java classes. This subsystem is the largest of the
subsystems and encapsulates all the higher-level
functionality of the system. It uses the lower-level
functionality enabled by other subsystems as sup-
port for enabling the higher levels of functionality.
This subsystem is categorized further into seven key
service areas and facilities, which are described in
the following subsections.

The Rules and Evidence Management facility pro-
vides functionality to enable the collection of
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evidence, the creation of rules, and the mapping of
rules to supporting evidence (which validates the
knowledge discovered or created). Additionally,
services are provided to enable the creation, editing,
and verification of the executable form of the rule
engine scripts.

The Input Parameter Management facility provides
the services for mapping input data to the rule
runtime parameters. Details of the CDI rule execu-
tion process are shown in Figure 6. Input parameter
mapping defines the relationship between a rule’s
input parameters and the source data for each
respective parameter. Part of this task involves the
vocabulary mapping that translates the terminology
of the source data into the CDI terminology required
by the rule. A browser-based interface is provided
for the user to create and manage the input
mappings. By eliminating hard-coded input map-
pings through this additional mapping layer, the CDI
system is better able to concurrently support a
multitude of external systems and input mapping
scenarios. The Input Parameter Management facility
delegates the responsibility of interfacing with the
external systems to the System, Application, and
Device Integration subsystem.
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The Rule Execution Runtime facility provides low-
level services that are transparent to the user. Its
sole purpose is to execute rules in the rule engine
based on the input parameters and provide the rule
outcome to the Output Action Management facility
(see Figure 6). This facility is responsible for
executing the appropriate action based on the rule
outcome. The CDI system presently operates with
the ABLE rule engine executing rule logic translated
from the Arden Syntax, from the DDQB rule editor,
or from manually edited ABLE rule scripts.

Similar to input mapping, the Output Action
Management facility provides services which allow
for the abstraction of rule outcome from the action
triggered by the rules (see Figure 6).

The Business Process Workflow Services facility is
responsible for business-process and document
workflows. Document workflows can be executed in
isolation or may be contained in larger business
process workflows. The CDI system has several
predefined workflows for knowledge management
and terminology management and can be extended
with additional workflows to support enterprise
demands.

The provided rule management workflow controls
the review, validation, and acceptance of a rule into
an approved, executable rule by the CDI system. The
full contents of the rules, including supporting
evidence, become the documented and validated
knowledge of an organization.

The Import/Export and Translation Services facility
is an extensible set of low-level services that
provides capabilities to import and export data and
translate between different formats of clinical logic
and executable rules. The import/export services
allow users to import and export evidence, knowl-
edge statements, clinical logic (e.g., Arden MLMs) or
executable rules (e.g., ABLE scripts), into and out of
the CDI system. The translation services enable the
automated translation of clinical logic into engine-
specific rule execution scripts.

The provided system terminology management
workflow controls the review and approval process
for system terminology. The resulting approved
system terminology is presented as a data service
through the Data Access and Integration subsystem
and used by the Input Parameter Management, Rule
Execution Runtime, and Output Action Management
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facilities. The system terminology workflow also
controls the vocabulary used by the Data Extraction
and Transformation service.

The System Services facility provides functionality
that manages the logic of the System/Application
Integration module and the Data Extraction and
Transformation module. This logic specifies how the
CDI system integrates, extracts, and transforms data
while relying on services of the System, Application,
and Device Integration subsystem and the Web
Services subsystem to support low-level physical-
system integration.

Also contained in the System Services facility is a
scheduler to provide scheduled services (i.e., execu-
tion of rules, output action triggering, alerts and
notifications, data extraction, etc.) to other facilities.

Web Services subsystem. The Web Services subsys-
tem is responsible for composing and making
available services to the enterprise as well as
managing the interface for consumption of Web
Services provided by other systems. This subsystem
is the primary mechanism for integration of the CDI
system with other systems in the enterprise.

The following is a typical example of a flow
integrating the CDI system with enterprise systems
by using the Web Services subsystem.

1. A CPOE system calls the rule execution Web
service exposed by the CDI system and passes
either patient metric data or a patient identifier
(to obtain the patient metric data).

2. The CDI Web service responds with an urgent
alert to the CPOE system, notifying the physician
of the risk or providing recommendations specific
to the patient.

3. The rule executed might additionally send a
message to an external alert logging facility or
e-mail a third party (this is optional, based on
output action mappings).

System, Application, and Device Integration
subsystem. The System, Application, and Device
Integration subsystem is responsible for the inte-
gration of the individual facilities and components
that, when used together, comprise the CDI solution.

A key component of this subsystem is store-and-
forward messaging. Although Web Services provide
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integration at the enterprise level, certain systems,
applications, and devices do not expose their
interfaces as Web Services. Another issue is
performance. Web Services carry a substantial
amount of overhead and are mainly targeted at
exposing enterprise business services. Certain devi-
ces and applications in the enterprise require higher
performance and a finer granularity of communica-
tion to viably integrate with the CDI system. The
System, Application, and Device Integration sub-
system wraps and masks the complexity of inte-
grating these systems and devices and exposes them
internally for use by the CDI system in a standard
way. The logic for how they are wrapped and
internally exposed is controlled in the System
Services facility of the Application and System
Services subsystem.

Content Management subsystem. The Content Man-
agement subsystem is required for storing, indexing,
searching, and retrieving all forms of multimedia
used by the CDI system. An example of this is the
storage of evidence, which may be in various forms
including textual, graphical, and audio data.

Document workflows provide services for routing
and life-cycle management of documents used
within the CDI system. The low-level services
provided by the Content Management subsystem are
used by the Rules and Evidence Management facility
and the Business Process Workflow Services facility
to deliver the high-level functionality provided by
the respective facilities.

Data Access and Integration subsystem. The Data
Access and Integration subsystem provides central-
ized and uniform access to all relational and
nonrelational data used by CDI. The data accessed
through this subsystem includes management data
stored locally, supporting the operation of the CDI
system (e.g., the output action matrix), and also the
integration of enterprise data (e.g., patient records).
The integration performed by this subsystem is done
by using a federated database, which masks the
location, format, access protocol, and general
heterogeneity of the underlying source data. Data
may be stored locally and outside the CDI system on
geographically dispersed systems. This enables the
creation of a virtual data warehouse that coexists
with and federates existing data warehouses in the
enterprise. This federated database provides unified
and uniform access to all data used by the CDI
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system and can be used by other applications and
systems in the enterprise as well.

Platform

The CDI solution has been implemented on a J2EE
platform, specifically the IBM WebSphere* Appli-
cation Server. This platform was chosen due to its
provision not only of J2EE services but also
extensions above and beyond the standard J2EE
services. These extensions are typically required in
an enterprise-class application. It also provides a
suite of out-of-the-box integration facilities and
connectors for many third-party applications. Addi-
tionally, the IBM WebSphere platform is tightly
integrated with other products and services required
to support the CDI system, such as Web services,
messaging, data integration, content management,
and document workflow. The messaging, data
integration, and content management and document
workflows are provided by IBM Websphere Process
Server, IBM Websphere Information Integrator (II),
and DB2* Content Manager respectively.

APPLICATIONS OF THE CDI SOLUTION

In this section, two CDI system-application use cases
are discussed. The first use case describes a new
clinical application based on the CDI infrastructure.
The second use case describes how CDI can be used
as the foundation for enterprise application inte-
gration on an SOA.

Personalized oncology-treatment
recommendation system

An application has been developed to create a
personalized oncology-treatment recommendation
system. This solution will be used in an advanced
diagnostics laboratory where immunohistochemis-
try, clinical genomics, and other esoteric tests are
performed on tissue samples from cancer patients.

The knowledge discovery and acquisition subpro-
cess applies advanced text-mining technology on
biomedical literature to find associations between
phenotype, genotype, and therapeutic treatments.
These findings are captured in the knowledge base
as knowledge statements and executable rules.

The knowledge management subprocess enables all
knowledge workers, such as researchers, knowledge
engineers, content reviewers, review committee
members, and quality control engineers, to access
the system through a single Web-based interface.
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The knowledge workers collaboratively add, mod-
ify, review, and update the contents in the knowl-
edge base based on their roles in the predefined
workflow process.

The decision support subprocess generates person-
alized-treatment recommendation reports based on
a patient’s demographic, phenotypic, and genotypic
profiles and rules in the knowledge base. The
reports can be generated upon user request or upon
a Web Services request from the laboratory systems,
and can be retrieved, viewed, and edited through a
secure Web interface. Any modifications to the
report are tracked by the system, and a modification
history is available. The reports become part of the
patient’s EMR. The solution supports HIPAA (Health
Insurance Portability and Accountability Act) pa-
tient privacy regulations.

Data services provided by the system include an
enterprise vocabulary management service and a
patient data integration service. The vocabulary
management service provides a vocabulary reposi-
tory and mapping services for all applications in the
enterprise. The data integration service aggregates
patient information from CISes, which contain a
patient’s demographic and phenotypic information,
and multiple laboratory information management
systems (LIMSes). The integrated patient data
creates a virtual patient data warehouse with data
from different commercial systems and homegrown
applications. The complete patient profile is used
when mining the rule repository, and those rules
applicable to the patient along with supporting
evidence are included in the final report. The reports
also include patient information obtained from
multiple data sources.

This personalized oncology-treatment recommen-
dation system enables the health-care organization
to create and manage knowledge and apply that
knowledge to practice evidence-based and person-
alized cancer treatment. This application demon-
strates how to develop a new knowledge-
management and decision-support system by using
the CDI framework. The ease and flexibility of
decision-support application development means
that new scientific discoveries can be quickly
applied to patient care. When a newly published
clinical trial demonstrates the effectiveness of an
experimental drug on cancer patients with a specific
gene expression profile, the laboratory can add this
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new trial report as evidence for a new rule, while
developing a new microarray test for detecting this
expression profile. Test data from LIMSes can be
added easily to the virtual patient profile. Once the
new rule is reviewed, validated, and put into
production, reports can be generated for all existing
and new patients to identify candidates for receiving
this new treatment. This process significantly
reduces the time for new scientific and clinical
discoveries to be used in patient care, which has
been reported as taking up to 17 years.33

Enterprise clinical data and application
integration

Clinical data and application integration is impor-
tant, demanding, and challenging. Health-care pro-
viders have to manage one of the most complex
information management systems used today. It is
not unusual for providers to use information
management systems from over a dozen vendors to
manage clinical, administrative, and financial as-
pects of their operations. The applications they use
include those related to patient information man-
agement (admission, discharge, and transfer orders,
care plans, etc.), pharmacy management, imaging
management, laboratory management, materials
management, payer and accounting management,
and more. Each of the systems often has its own
proprietary data repository and API (application
programming interface), which makes point-to-
point integration difficult and costly. As more
vendors move toward providing standard-compliant
Web services, it is important to take advantage of
this movement and develop an enterprise integra-
tion strategy based on SOA.

The following is a hypothetical use case of a CDI
application. In this use case, CDI is used as the
foundation for integrating applications related to
cardiology care. Cardiology-related clinical knowl-
edge, practice clinical alerts, and position statements
from professional organizations are stored in the
CDI knowledge repository. The knowledge base
covers a broad range of information that might be
used for decision support in the cardiology depart-
ment, such as: What is the profile of patients at high
risk for developing heart disease? What tests should
be ordered for high risk patients? When should a
patient be transferred to cardiologists based on
screening test results? What tests should be selected
from a cardiac catheterization order set? How
should presurgery risk factors be calculated based
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on test results prior to catheterization? What treat-
ment recommendation should be made based on
cardiac catheterization findings? The information in
the knowledge base is collected, validated, re-
viewed, and approved through a predefined busi-
ness process. Information is routinely reviewed and
updated. Each rule in the knowledge base supports
one or more applications, using data from multiple
systems inside and outside the hospital.

Multiple clinical information systems are used in the
cardiology department, including a specialty cardi-
ovascular EMR system, electrocardiogram (ECG)
monitoring devices and data repositories, and a
cardiology imaging system. In addition, the depart-
ment shares data with hospital-wide clinical infor-
mation systems for a general EMR system, LIMSes,
pharmacy management systems, and radiology
management systems. Although each of these
clinical information systems has embedded decision
support functions, the applications only access
patient information within the same clinical system
and provide decision support within the system.
Additional application development is required to
provide decision support based on data from more
than one system. The CDI system provides the
foundation for such system integration. A federated
server integrates the disparate clinical information
systems in use to provide a virtual patient data
profile. The centralized rule repository, rule engine,
and execution services enable rapid new application
development by using data from other systems.

It is well-known that diabetic patients suffer from
much higher re-stenosis rates than non-diabetics
after PCI. Recent clinical trials have demonstrated
improved re-stenosis rates and clinical outcomes for
diabetic patients when sirolimus-eluting stents (SES)
are used during PCI compared to bare metal
stents.”* " After systematic review of the clinical
trial reports and internal review, a new rule is added
to the knowledge base that requires SES instead of
bare metal stents for diabetic patients during PCI.
Because this is a new rule affecting only a small
percentage of patients, the implementation com-
mittee recommends that an alert be added to
automatically inform the cardiologist of this rule.
Meanwhile, a new reporting parameter is added to
the quality performance-monitoring application to
monitor the effectiveness of this alert on physician
behavior and the effectiveness of the procedure for
diabetic patients.
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To develop this new alert and monitoring system,
related fields of patient data from hospital clinical
information systems are collected and sent to the
rule engine through patient data Web services.
When diabetes is reported in the patient’s medical
history along with real-time data collected during
presurgery testing, an alert is sent to the cardiologist
during presurgery risk assessment requiring SES to
be used for this procedure. Meanwhile, a request is
sent to a quality reporting application to collect data
on the extent to which SES is actually used by each
cardiologist during the procedure and to monitor if
the patient has developed re-stenosis. Both items
(the alert and the request) are sent as the result of
Web Services calls. The quality reporting application
which collects data for the Joint Commission on
Accreditation of Healthcare Organizations (JCAHO),
Centers for Medicare and Medicaid Services (CMS),
and other agencies by detecting any deviations from
normal patterns is based on the same knowledge
and rules used for developing the decision support
applications. After a certain period of monitoring, if
the hospital reports an improved re-stenosis rate, it
could be rewarded with better payment for its
services in this field by the health-care payers.

This hypothetical use case demonstrates the benefits
of using the CDI system to integrate clinical applica-
tions within an SOA. Separating rules from business
processes and business logic facilitates rapid devel-
opment cycles for new applications and ensures that
new clinical discoveries can be used within a short
period of time without disrupting existing systems
and business processes. Having multiple applications
sharing the same knowledge and rules ensures
consistency among applications and reduces devel-
opment efforts. CDI simplifies the enterprise appli-
cation integration process while providing up-to-
date, evidence-based personalized medicine.

SUMMARY

We have presented the reference architecture,
functional components, and applications of a CDI
solution. Through two clinical scenarios, we dem-
onstrated how the system can be used to create an
integrated framework for knowledge discovery,
management, and decision support.

The SOA-based CDI system presented here enables
centralized knowledge collection, review, valida-
tion, and application; enables rapid monitoring and
updating of clinical best practices; enables enter-
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prise-wide quality management programs and
standardized practice and ensures approved guide-
lines are followed in different application environ-
ments; expedites the process of turning scientific
and clinical discoveries into clinical care; and helps
organizations maintain compliance with evolving
government regulations, professional guidelines,
and pay-for-performance measurements.

Overall, the CDI infrastructure helps organizations
achieve the goals set by the quality initiatives:
applying evidence-based medicine to health-care
delivery, improved utilization of information tech-
nology, aligning payment policy with quality im-
provements, and educating the workforce with
standards and guidelines.
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