A Web content
serving utility

Utility computing allows users, or customers,
to utilize advanced technologies without
having to build a dedicated infrastructure.
Customers can use a shared infrastructure
and pay only for the capacity that each one
needs. Each utility offers a specific
information technology service, delivered on a
pay-as-you-go model. This paper describes
the design and development of a content-
serving utility (CSU) that provides highly
scalable Web content distribution over the
Internet. We provide a technology overview of
content distribution and a summary of the
CSU from a customer perspective. We
discuss the technical architecture underlying
the service, including topics such as physical
infrastructure, core service functions,
infrastructure management, security, and
usage-based billing. We then focus on the
key issues affecting the performance and
capacity of both the service infrastructure and
the customer Web sites it supports.

End users have long complained of excessive delays
in accessing Web sites—primarily on the public In-
ternet, but also on corporate intranets. Among the
technologies developed to ease this problem is Web
caching, where part of the content of a Web site is
stored in locations that are closer or better connected
to end users (from a network topology perspective).
For example, corporate information technology (IT)
staff might deploy Web caches at points where the
corporate network connects to the public Internet.
Internet service providers (ISPs) might deploy caches
within their own network, so that subscribers can re-
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trieve content from those caches instead of servers
on other networks.

Web caching benefits different groups in the follow-
ing different ways:

e End users benefit through quicker and more con-
sistent response times because of reduced request
latency and increased capacity to serve requests.

e Web site operators benefit from reduced server
resource requirements because fewer client re-
quests are reaching their Web servers. This ben-
efit also reduces bandwidth usage at the Web site.

* 1SPs that deploy Web caching benefit from reduced
“upstream” bandwidth usage, since they can serve
content to their subscribers on their own network
rather than paying other ISPs to transfer those bits
to their network.

In the late 1990s, several new companies began to
offer Internet-based Web caching as a paid subscrip-
tion service. These services came to be known as
“content distribution” (CD) services because they fo-
cused on optimizing the delivery of Web site con-
tent to Internet end users. In the most typical bus-
iness model, the content provider (i.e., Web site
owner) pays the content distribution service provider
(cDsp) usage-based charges for serving the content
of its site from caching servers owned and operated
by the cDsP. The CDSP deploys these servers in lo-
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Figure 1 A centralized content-serving architecture
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cations throughout the Internet, frequently inside
ISP-owned networks. This overlay network of cach-
ing servers managed by a single provider is called a
content distribution network (CDN). The key distinc-
tion between a CDN cache and an ISP-operated cache
is that the former serves content only for certain con-
tent providers, namely CDN customers, whereas the
latter caches content from all Web sites.

The main value proposition for CD services has
shifted over time. Initially, the focus was on improv-
ing the end-user experience by decreasing response
time, especially when the customer Web site met with
unexpectedly high load. More recently, content pro-
viders have viewed CD services as a way to use a
shared network infrastructure to handle their peak
capacity requirements, thus allowing reduced invest-
ments in their own Web site infrastructure. Also ap-
pealing is the ability of a CDN to increase Web site
security by placing a logical layer of trusted servers
between the Web site and Internet end users. Finally,
companies can use a CDSP to offer new functions,
such as multimedia streaming, without new invest-
ment in the hardware or software for their own site.

In this paper we describe the design and develop-
ment of the content-serving utility (CSU), a utility com-
puting service for content distribution. After an over-
view of content distribution technology, we detail
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many aspects of the CSU design, including the user-
(i.e., customer-) facing functions that allow rapid
service enablement and customer-controlled config-
uration and monitoring. We also discuss the CSU ar-
chitecture and the specific features that enable im-
proved end-user performance, Web site scalability,
high availability, and security. Finally, we present per-
formance measurements of the infrastructure and
an overview of our capacity planning approach.

Content distribution technology

Before turning to the specifics of the CSU design, it
is helpful to review CDN technology in general. The
following is not a general discussion of Web cach-
ing, but rather its application in content distribution
services.

CDN basics. In a traditional Web content-serving
architecture, all clients request content from a sin-
gle Web site location, as shown in Figure 1. In this
approach, site capacity and performance are im-
proved by adding servers and server off-load devices
within the site, but client delays caused by network
problems are not addressed. To handle surges in de-
mand (for example, a seasonal shopping peak), many
content providers overprovision their sites with re-
spect to servers and bandwidth. Clients contact the
Web site directly; thus security measures to protect
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Figure 2 A distributed CDN architecture
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the site from attacks are deployed within the site it-
self.

A CDN addresses poor performance caused by net-
work congestion or flash crowds at servers by dis-
tributing popular content to servers or caches located
closer to the edges of the network, as shown in Fig-
ure 2. (A flash crowd is a large number of clients
simultaneously requesting content all within a short
time.) A CDN is simply a network of servers or caches
that delivers content to users on behalf of content
providers. One of the objectives of a CDN is to serve
content to a client from a CDN server such that the
response-time performance is improved over con-
tacting the origin server (i.e. server hosting the au-
thoratative version of the content) directly. A CDN
also improves the origin site scalability, because
surges in demand are spread across the network of
CDN servers instead of being served directly from the
origin servers.

CDNs are deployed mainly on the public Internet and
within corporate enterprise intranets. On the Inter-
net, CDNs are typically built and operated by service
providers offering a commercial service. The infra-
structure is shared by many content providers, which
amortizes costs and smooths traffic peaks by mul-
tiplexing requests for many sites. Internet CDSPs fre-
quently use a combination of their own technology
and off-the-shelf vendor components within their
content delivery systems. They may place caching

IBM SYSTEMS JOURNAL, VOL 43, NO 1, 2004

ORIGIN SERVER

server clusters within a variety of ISP networks. If the
CDSP is also an ISP, servers may be placed at its ma-
jor peering points or access locations. Some Inter-
net CDSPs provide corporate customers with an op-
tion to have caching servers placed just outside the
Internet firewall at major corporate and business
partner locations.

Within corporate intranets, a CDN is typically built
and operated by corporate IT staff. Such a CDN can
optimize employee access to Web-based enterprise
applications such as streaming video for training. Sev-
eral network equipment vendors offer product suites
that enable an enterprise to build its own CDN. These
packages typically include caching and load-balanc-
ing products, along with centralized management
software. Enterprise CDNs can also be considerably
simpler than Internet CDNs because they only have
to service a single company and usually have less
stringent reporting and network security require-
ments.

CDN architectural elements. As illustrated in Fig-
ure 3, CDNs have three key architectural elements
in addition to the CDN servers themselves: a distri-
bution system, an accounting/billing system, and a
request-routing system. The distribution system is
responsible for moving content from origin servers
into CDN servers and ensuring data consistency. The
accounting/billing system collects logs of client ac-
cesses and records CDN server usage according to
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Figure 3  CDN architectural elements
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the origin site for use in traffic reporting and usage-
based billing. Finally, the request-routing system is
responsible for directing client requests to appropri-
ate CDN servers. In some cases (such as for very large
objects), the request-routing system interacts with
the distribution system to keep an up-to-date view
of which content resides on which CDN servers.

In the following subsections we discuss the request-
routing and distribution systems in greater detail be-
fore concluding the general CDN overview with a look
at emerging CDN functions.

CDN request-routing. Figure 4 provides a simplified
view of a typical CDN request-routing system. The
objective of the system is to quickly route client re-
quests to the best available CDN site (server cluster),
and within that site to an optimal individual server.
Before the arrival of any client requests, the request
router regularly collects information about poten-
tial target sites and servers (step 1), including their
availability and load. In some CDNs, such as that
shown in Figure 4, the request-routing function is
performed by a global request router that selects the
target site and a local load balancer that selects the
individual target server. In other CDNs, these two op-
erations may be combined into a single system.

Clients access content from the CDN first by contact-
ing a request router (step 2). The request router
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makes a site selection and possibly a physical server
selection decision and returns a server assignment
to the client (step 3). Finally, the client retrieves con-
tent from the specified CDN server (step 4).

Request-routing mechanics. Web request-routing
techniques fall into three main categories: transport-
layer methods, application-layer methods, and meth-
ods based on the Domain Name System (DNS).! Al-
though the first two of these categories are often used
within and between origin Web sites, DNS-based re-
quest-routing has emerged as the method most com-
monly used by CDSPs and global load-balancing
equipment vendors. It is both simple—it requires no
change to existing protocols—and general—it works
with any application based on the Internet Protocol
(1P) regardless of the transport-layer protocol being
used.

With request-routing based on DNS, clients are di-
rected to a CDN-controlled name server during the
name resolution phase of Web access. Typically, the
authoritative DNS server for the target domain or sub-
domain is controlled by the CDSP. In this scheme, a
specialized DNS server receives name resolution re-
quests, determines the location of the client, and re-
turns the address of a nearby CDN server or a refer-
ral to another name server for further processing.
The answer is often cached at the client side for a
short time so that the request router can adapt
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Figure 4  CDN request-routing
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quickly to changes in network or server load. This
caching is achieved by setting the associated time-
to-live (TTL) field in the answer to a very small value
(e.g., less than one minute).

DNS-based request-routing may be implemented with
either full- or partial-site content delivery.? In full-
site delivery, the content provider configures its DNS
so that, for example, all requests for www.company.
com are resolved to a CDN server, which then de-
livers all of the content. With partial-site delivery,
the content provider modifies its content so that links
to specific objects have host names in a domain for
which the CDSP is authoritative. For example, links
to http://www.company.com/image.gif are changed
to http://cdsp.net/company.com/image.gif. In this
way, the client retrieves the base HTML (HyperText
Markup Language) page from the origin server but
retrieves embedded images from CDN servers to im-
prove performance. This type of uniform resource
locator (URL) rewriting may also be done dynam-
ically as the base page is retrieved, though this may
increase client response time. The performance and
effectiveness of DNS-based request-routing has been
examined in a number of recent studies.'™*

CDN site and server selection. Clearly, the algorithms
for selecting the target site and server have a direct
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impact on the performance of the CDN. Poor server
selection decisions can defeat one of the key objec-
tives of the CDN, namely to improve client response
time over accessing the origin server. Thus, CDNs typ-
ically rely on a combination of static and dynamic
information when choosing the best server. Several
criteria are used in the server selection decision, in-
cluding CDN site, server, and network conditions, cli-
ent proximity to the candidate sites, and the content
being requested.

It is critical to select a CDN site and server that are
currently reachable, preferably a server that is lightly
loaded. CDN request-routing systems determine site
availability and load through regular status polling
over the network. Because Web response time is
heavily influenced by network conditions, it is also
important to choose a CDN server that is “near” the
client, where proximity is defined in terms of net-
work topology, geographic distance, or network la-
tency. Examples of proximity metrics include auton-
omous system hops or network hops, which are
relatively static and simple to measure, but may not
be good predictors of latency.>-® CDNs measure net-
work latency in a variety of ways, including active
polling of candidate servers with Internet Control
Message Protocol (ICMP) echo or HyperText Trans-
fer Protocol (HTTP) download requests, forwarding
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arequest simultaneously to multiple sites in a “race,”
or passively monitoring round-trip times between
CDN sites and groups of clients. One final request-
routing strategy is to direct the client to a CDN server
that hosts the content being requested. This strat-
egy is difficult with DNS-based request-routing, be-
cause the client DNS request contains only a server
host name (e.g., www.company.com) and not the full
HTTP URL.

It is unlikely that any one of these decision factors
will be suitable in all cases. Most request routers use
a combination of proximity and network or server
load to make server selection decisions. For exam-
ple, client proximity metrics can be used to assign
a client to a “default” CDN server, which provides
good performance most of the time. The selection
can be temporarily changed if network conditions
change or load monitoring indicates that the default
server is overloaded.

Data distribution and consistency management for
CDNs. There are two primary models for content
distribution in CDNs: a “push” model, in which new
content is moved from origin servers to CDN servers
in advance of client requests, and a “pull” model, in
which client requests cause CDN servers to retrieve
content from origin servers. For most Web content
such as HTML pages and static images, the pull model
predominates. It requires little or no coordination
with origin site content publishing and adjusts au-
tomatically to shifts in content popularity and au-
dience location. For very large media objects, espe-
cially those for which a high demand can be
anticipated, it makes sense to push the files in ad-
vance to CDN servers.

Regardless of the data distribution model, content
consistency between CDN sites and the origin serv-
ers is essential. Content providers generally wish to
avoid the situation where users in one location see
one version of the content while users elsewhere see
a different version. One key requirement of CDNs is
to give the content provider control over freshness
and ensure that all CDN sites are consistent. Some
of the methods CDNs use to provide this control also
extend to Web caches outside the CDN (for exam-
ple, those operated by ISPs or enterprises on behalf
of their end users), whereas some methods control
only CDN caches.

Some of the methods CDNs use to provide content
consistency and freshness are:
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e Standard HTTP response header controls—The
content provider configures its origin Web serv-
ers to provide instructions to caches about what
content is cachable, how long different content is
to be considered fresh, when to check back with
the origin server for updated content, and so forth.

* CDN-specific cache policy distribution—Rather
than configure content-caching policies at its or-
igin servers, the content provider specifies them
in a format unique to its CDN service provider or
vendor. The CDN propagates the rule set to its
caches, which then apply the rules.

* Vendor-specific cache heuristics—In cases where
the content provider does not wish to develop com-
plex cache policies for the content, some caching
products have logic to “learn” over time how fre-
quently different sets of content change at the or-
igin server and tune their behavior accordingly.

* Active content pushing—The origin server pub-
lishes new content to a CDN control point, which
pushes it into CDN servers. This is not frequently
done except for cases where pre-positioning of spe-
cific content is worth the expense of bandwidth and
administration.

 Active content invalidation—The content provider
manually or programmatically initiates invalida-
tion of specified sets of content. The CDN prop-
agates the invalidation request to all its caches, and
subsequent client requests force the cache to re-
trieve the fresh content from the origin server.

Of these mechanisms, HTTP response header con-
trols are the most effective in ensuring cache con-
tent consistency because they have the greatest reach.
CDN policy distribution may in some cases be sim-
pler to administer but is limited in its effects. Cache
heuristics are a good CDN feature for content pro-
viders who do not want to think about caching pol-
icies, but heuristics will not deliver the same results
as well-planned policy controls. Active content push-
ing and invalidation are not generally applicable as
steady-state control mechanisms, and they can cause
control traffic to consume bandwidth and processor
resources that could otherwise be used for serving
content.

Emerging CDN functions. Content providers use
CDNs primarily for serving static content such as im-
ages, and for streaming stored multimedia objects
and live events. More recently, CDNs have begun to
deliver additional application functions. Some exam-
ples of emerging features include:
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e Dynamic content caching—CDNs can cache and
serve dynamically generated content that an ap-
plication server marks as cachable. Although this
content is program-generated, it has value to more
than one end user (for example, a sports score is
reusable, whereas an individual stock portfolio list-
ing is not).

* Page assembly—Web pages in markup languages
such as HTML can be broken down into page frag-
ments that are served independently by Web serv-
ers and assembled by a CDN into complete pages.
Conditional page assembly instructions such as
those defined by the Edge Side Include (ESI) lan-
guage’ allow different page fragments to be served
to different end users based on request parame-
ters and location.

* Localized content—CDNs can enable serving dif-
ferent content based on the location of the end
user. The location can be inferred by the CDN site
selected or more directly through (imperfect) geo-
graphical mapping of client 1P addresses. *

* Application off-load—One eventual goal in CDN
functionality is to off-load parts of server-based ap-
plications to the CDN. For example, IBM Web-
Sphere* Application Server enables applications
to be split into an “edge” component and a
“server” component.” CDNs can serve as general-
ized platforms for hosting the edge components
of applications that are divided in this way.

* CDN Internetworking (also called CDN peering)—
Any single CDN is limited in its capacity and net-
work coverage. Significant industry work has been
done to allow CDNs to off-load work to each other
on demand, and the Internet Engineering Task
Force (IETF) has developed a general model for
Content Delivery Internetworking. '

Customer view of content serving utility

Content distribution service customers experience
little of the technology complexities just discussed.
They purchase a service that provides certain func-
tions and uses an infrastructure which is largely out
of their direct control. Customers interact with the
service in a limited number of ways, such as enabling
their Web content to be served, viewing traffic re-
ports, and receiving usage-based billing. The follow-
ing topics summarize the customers’ view of the CSU.

HTTP caching. The CsU delivers HTTP content from
customers’ Web sites to Internet end users with sup-
port for both full-site and partial-site content deliv-
ery. Customers are responsible for minor DNS con-
figuration changes and any Web site content changes
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needed to enable their content to be served. No
changes to customer origin-site hardware or software
are required to enable the service. The entire pro-
cess, including customer changes, can be completed
within a few hours if necessary, but the normal en-
ablement time is three to four days. Following the
enablement of the HTTP caching function, custom-
ers simply experience a decrease in HTTP Web traf-
fic to their origin site infrastructure, dependent on
the percentage of cachable content served by the CSU,
freshness time-out values, and other factors.

HTTPS caching. The CSU can also deliver Web con-
tent using HTTP over the Secure Sockets Layer (SSL)
or Transport Layer Security (TLS) Protocols, collec-
tively termed HTTPS. As with HTTP, the CSU supports
both the HTTPS delivery of an entire Web site or of
selected objects. To help off-load CPU-intensive
HTTPS server traffic, the CSU can cache and deliver
common graphics that are embedded in an HTTPS
Web page.

There is some additional complexity for enabling
HTTPS because of the browser requirement that host
names and host-installed digital certificates match.
We provide common infrastructure host names that
match certificates already installed on CSU-caching
servers for partial-site caching. Customers also have
the option of providing their own host names and
host certificates.

Alternate site content. Although the infrastructure
is highly available, a customer’s origin Web site is
still subject to outages. The CSU can monitor a cus-
tomer’s origin Web site for outages and serve alter-
nate content to Internet end users in the event that
the origin site is no longer accessible. To enable this
function, the customer provides the alternate Web
site content (which is relatively small and simple) to
the CSU in advance, along with instructions format-
ted in XML (eXtensible Markup Language) for its
use, on the customer’s own Internet-accessible
server. Once enabled, the alternate site content func-
tion runs automatically to detect site outages, serves
the alternate content, and switches back to the or-
igin site when it becomes available again.

Traffic reporting. With no infrastructure to look at
and touch, customers rely on reports to know what
a utility computing service is doing for them. The
CSU reports show a number of statistics, including
the number of end-user client requests, the number
of cache hits and misses, and the number of bytes
served. Report information is broken down by geo-
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graphical region of the serving site, which corre-
sponds roughly to client network location. For ex-
ample, the user can see how much traffic was served
from the eastern United States versus the western
United States.

Response time reporting. In addition to seeing traf-
fic levels, CDN customers often want to gauge the
end-user response time benefits of using the service.
This measurement is provided by third-party mon-
itoring services such as Keynote Systems, Inc.!!
Gomez Performance Network,'? or a service from
the 1BM Enterprise Monitoring Solutions Lab
(EMSL). These services can regularly monitor the re-
sponse time to retrieve specified Web objects from
several probes placed around the Internet, both
through the CSU and directly from the origin server.

Content management. At times, it may be neces-
sary to force cached content out of the CSU infra-
structure and trigger a “refresh” from origin serv-
ers, for example, if content is published in error with
a long expiration time. Authorized users can use an
HTML form to specify a set of objects to be deleted
and initiate the invalidation action. The CSU then
carries out the action, typically within several min-
utes.

Log delivery. Many companies analyze Web server
logs to gain business insight into their end-users’
browsing behavior. When using a CDN, many Web
requests are handled directly without involving the
Web servers of the origin site, and information about
these requests does not appear in the Web server
logs. The CSU has the ability to retain log data from
its own caching servers and transfer it to a customer
periodically in one of several standard log formats.
The customer may then combine this log data with
its own origin site data before processing by using
Web analytics software or a Web analytics service
(e.g., IBM SurfAid™*).

Note that even this form of combined log analysis
does not capture end-user requests served from cach-
ing servers that belong to I1SPs and enterprises, which
are outside the control of a CDN. More accurate sta-
tistics can be gathered by counting references to un-
cachable objects (placed on each Web page) because
requests for uncachable objects must flow to the or-
igin server (and cannot be served from any cache).

Service level agreements. The CSU aims to provide
aservice level agreement (SLA) that ensures 100 per-
cent availability; that is, content will always be avail-
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able through the cSuU if it is available from a custom-
er’s origin servers. In the extremely unlikely event
that all CSU sites become unavailable simultaneously,
this SLA would be violated. For end-user perfor-
mance, the service has a service level objective (SLO)
that the average response time to retrieve a refer-
ence object from multiple locations through the CSU
will be less than retrieving it from the customer’s or-
igin server. This is achieved based on our experience
that most of the probes are likely to be closer (to-
pologically) to a CSU caching location than to the
origin server.

Usage-based billing. The CSU is designed to charge
customers on the basis of their use of virtual server
units (VSUs). A virtual server unit corresponds
roughly to an amount of HTTP request traffic that a
small Web server can handle in one hour. Our on
demand pricing model allows customers a number
of options for fixed or variable billing. A customer
can pay at a set monthly rate for a predicted base
level of traffic. If the customer’s traffic exceeds that
base level, the customer pays for that excess traffic
at a higher rate, but only for the hours in which the
traffic peaks occurred. The customer could also set
the predicted base level to zero, yielding a 100 per-
cent usage-based bill. We also provide the option to
pay in advance at a nonpeak rate for a number of
hours in which customer traffic may exceed the base
level without peak charges. This feature provides the
customer with protection against unexpected peak
charges.

Architecture and implementation

In this section we discuss the architecture of the ser-
vice and its implementation, which includes the in-
frastructure, service functions, security, infrastruc-
ture management, and service provisioning.

Physical infrastructure. The physical infrastructure
of the content serving utility is built around four key
components: network connectivity, global and server
load balancing, caching, and management infrastruc-
ture. These components are collected into a logical
entity we call a caching PoD (point of distribution).
For purposes of redundancy and performance for
end users, multiple PoDs are used. Each PoD also
has internal redundancies for high availability. Fig-
ure 5 shows the logical components for each PoD.

Within each PoD, the physical architecture begins

with dual ISP connectivity. Each ISP is connected to
a separate router, with failover configured between
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Figure 5 Logical components of a caching PoD
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them. Those routers are in turn connected to the
main PoD switches. Logical infrastructure elements
include the switches to establish base connectivity,
the global load-balancing devices to handle wide-area
request-routing, and the server load-balancing de-
vices to balance traffic across local PoD servers. In
practice, all three of these components were deliv-
ered using a vendor’s single device, configured in a
redundant pair. This consolidation simplified admin-
istration and reduced points of failure within the PoD
design.

Sitting logically behind the load-balancing switches
are the caching devices. These devices are vendor
appliances dedicated specifically to serving cached
content. Surrounding these devices is the manage-
ment infrastructure of the PoD, consisting of IBM
xSeries* servers running the Linux** operating sys-
tem. The servers perform management functions, in-
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cluding monitoring, log collection and distribution,
software distribution, serving of alternate site con-
tent, and distributed file system access.

Our design criteria identified these required func-
tions as well as the capacity requirements of our
PoDs. We defined two PoD sizes, a large PoD with
the capacity of 1.2 Gbps and a small PoD with the
capacity of 300 Mbps. These sizes were based on
available bandwidth in PoD locations, that is, the 1.2
Gbps solution was sized on dual ISP (655 Mbps each)
0c-12 (i.e., Optical Carrier level 12) connections, and
the 300 Mbps solution was sized on dual ISP (155
Mbps each) 0C-3 connections. Our design criteria
included the ability to swap components in and out
of the architecture based on growth, product end-
of-life, or future requirements. Because of redun-
dancy at the switch, caching, and server layers, a single
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switch failure only reduces the serving capacity of a
PoD by 50 percent.

We deployed management servers within each PoD
in redundant pairs. The main components of the
management infrastructure are listed below.

* Control workstations: These workstations are the
main administrative servers. They provide remote
ssh (secure shell) access for PoD administration,
DNS service for all PoD devices, RADIUS (Remote
Authentication Dial In User Service) authentica-
tion for the switch/load balancing and caching de-
vices, NTP (Network Time Protocol) for time syn-
chronization, AFS (Andrew File System) shared file
systems and authentication for administrative ac-
cess, and secure loggers for all devices and serv-
ers within the PoD.

e Metering servers: These servers are responsible
for collecting the usage logs from all cache appli-
ances and sending these logs to central distribu-
tion points before delivery to a customer. Addi-
tionally, these servers parse the caching appliance
logs and insert summary data into metering and
reporting databases every six minutes. This pro-
vides a near real-time view of log data.

* Monitoring servers: These servers are responsible
for monitoring and sending alerts for all elements
of the PoD. They also provide real-time health
views of critical devices and applications and long-
term trending of resources. Additionally, they
serve as external DNS servers. Though the global
load balancers handle all DNS requests, they rely
on standard DNS servers to obtain the original DNS
data. Monitoring servers also provide the common
control point for administration of all network and
cache appliances.

e Alternate site servers: These servers host a cus-
tomer’s alternate site content if the customer has
chosen the alternate site service. They routinely
query a customer’s servers for the alternate site
content XML file and populate the alternate site
Web servers with the customer’s content.

¢ Out-of-band management devices: These devices
include the xSeries out-of-band adapters, remote
console devices, remote power control units, and
remote modem access in case of complete ISP ac-
cess failure.

Request-routing. The CSU uses DNS-based global
server load balancing (GSLB) to route end-user re-
quests to PoD sites. The GSLB system routes requests
to the best responding site, while shifting traffic away
from sites that are unreachable or near capacity. The
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CSU functions as an autonomic, self-healing system;
if some sites are unusable, it moves traffic to the oth-
ers with no manual intervention. Within a PoD site,
requests also flow around failed individual compo-
nents.

To choose the target PoD for an end-user request,
the GSLB system evaluates specific metrics reflect-
ing the state of the CSU infrastructure and network
conditions between the end user’s assumed location
(based on network address range of his or her DNS
server) and the CSU sites. It checks the following pol-
icies until one test determines the site that is best
for the end-user request:

* Are the virtual IP (VIP) addresses that represent
the target customer Web site available and re-
sponding within defined latency thresholds?

* Are the session capacities and new connection ar-
rival rates of the target PoD sites within tolerance?

¢ [sthe round-trip time for connection establishment
from the user’s network within tolerance?

¢ Is the end user located on the same continent as
the target PoD?

* Is one of the target sites preferred, according to
administrative settings?

e Which PoD site has the fastest response time to
the GSLB system?

The domain name servers for the CSU are the re-
quest-routing devices themselves. The infrastructure
has four sites with GSLB servers. Usually, the GSLB
server that is closest by way of natural IP routing is
the GSLB server that responds to the end user first.
A few examples given below can offer a good un-
derstanding of how the GSLB servers direct end-user
requests to the best site.

Scenario 1—A DNS request comes in from an end
user whose network address range has not yet been
served by the GSLB infrastructure. In this scenario,
the GSLB does not know the round-trip time to the
end user’s network from any of the serving PoDs.
If it is assumed that all candidate target PoDs are
available and have capacity, the GSLB system checks
for continent location and administrative preference
(a value used by operations staff to manually prefer
or avoid a site). If there is still more than one can-
didate target PoD, the GSLB system selects the PoD
with the fastest overall response time to health check
requests and returns its IP address to the end user’s
DNS server.
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Scenario 2—A DNS request arrives from an end user
whose network range has already been served by the
GSLB infrastructure. If it is assumed that all candi-
date target PoDs are available and have capacity, the
GSLB system routes the request to the PoD with the
lowest previously recorded round-trip times to the
end-user network. In order to continuously learn
whether a different PoD might provide even better
response (because of changing network conditions),
the GSLB system routes a small percentage of requests
from the network to the second-best responding
PoD.

Scenario 3—A DNS request comes in from an end
user whose network range has already been served,
but what was once the best site is now heavily uti-
lized. The GSLB system checks the availability val-
ues and knows all sites are responding within thresh-
olds. It then checks the capacity values and identifies
one site as heavily utilized. The GSLB system elim-
inates this site from further consideration and se-
lects from among the remaining sites on the basis
of historical round-trip times to the end user’s net-
work.

In addition to sending the user to the best-respond-
ing site, another key feature of the request-routing
mechanism is the ability to automatically bypass a
failed site. Bypassing occurs in two ways. First, each
PoD is in constant communication with the GSLB
servers, giving information about its health and cur-
rent load. Any failure to reach a PoD is rapidly de-
tected by the GSLB servers, which then prevent any
new requests from being sent to the questionable site
until connectivity is re-established. Also, because the
GSLB system performs health checks on the individ-
ual VIPs in each PoD, a failure to reach a specific
VIP at one of the PoD sites will remove that PoD
from the candidate list for that specific VIP.

Another concern arises from users who have already
completed their DNS resolution and are tied to a PoD
that then fails. In this case, we rely on the under-
lying capabilities of the client’s Web browser. On fail-
ure to receive content from an IP address that had
previously been responding, typical browser behav-
ior is to send another DNS request to resolve the Web
site name. By requesting the IP address for the Web
site, the existing client is treated as a new client, trig-
gering its re-evaluation against the GSLB policies and
assignment to a new PoD. Typically, this entire in-
teraction occurs without the end user being aware
of the change. In the worst case, the end user ex-
periences a broken image or a single failed connec-
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tion and, on retry, is successfully able to retrieve the
entire Web site. Our experience from running event
Web sites on the CSU infrastructure is that very few
clients are aware of movement to new PoDs, and
complaints stemming from this movement are indis-
tinguishable from normal Internet connectivity com-
plaints. In practice, we have observed a site failure,
subsequent movement of its existing traffic to other
sites, and automatic site recovery in 41 seconds (for
the 2003 Australian Open tennis event).

Caching. The caching function in the CSU infrastruc-
ture is provided by vendor-supplied caching appli-
ances— dedicated-function products consisting of
both hardware and software. Large and small cach-
ing appliances provide a range of throughput (mea-
sured in hundreds of Mbps) and new HTTPS connec-
tion capacity (measured in hundreds of SSL key
negotiations per second). We deployed several small
caching appliances in each small PoD, where lower
overall capacity was needed, and deployed several
large caching appliances in each large PoD.

The cSU caching system supports three of the con-
sistency management methods previously described
for CDNs in general: standard HTTP response header
controls, active content invalidation, and vendor-
specific cache heuristics. The caching appliance pro-
vides the base support for managing content fresh-
ness, and the CSU infrastructure provides a necessary
supporting role. For example, supporting time-of-
day-based response headers requires accurate time
synchronization, via the Network Time Protocol
(NTP), throughout the CSU infrastructure. Content
invalidation requires a facility for propagating inval-
idated messages from the user interface application
to all caching appliances in all PoDs.

If a CSU customer chooses not to set expiration pol-
icies on its Web site content, software in the caching
appliances applies heuristics to manage content
freshness. For example, the cache may examine in-
formation from the origin servers such as the date
and time of last change to a piece of content, or it
may track how frequently the content is requested.
For example, a common heuristic in such cases is to
set the document expiration to a small percentage
(e.g., 10 percent) of the elapsed time between the
last document modification time and the current
time. The cache can check its estimate of expiration
time for the content with the origin servers period-
ically to determine whether it needs to be refreshed.
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Security. The CSU infrastructure was designed with
the following security goals in mind:

e Protect customer Web content on the infrastruc-
ture from unauthorized changes.

e Ensure the integrity of usage information for bill-
ing.

¢ Protect the CSU infrastructure itself from attacks
that might disrupt availability.

e Help protect customer origin servers from some
attacks, such as denial of service.

Rather than rely on an “eggshell” defense, with pro-
tection only from an outer layer of firewalls, secur-
ity was built into each component of the infrastruc-
ture. The network layer provides initial protection
from unauthorized access and common denial of ser-
vice attacks. Firewalls, intrusion detection, encryp-
tion of administrative flows, and automated notifi-
cations provide additional security at every level of
the technical implementation. A number of auto-
mated procedures and audit points protect usage
data from tampering as it is collected and consol-
idated for usage billing purposes.

Because of its distributed nature, the CSU can pro-
tect origin server sites from a number of attacks. Re-
call that for the portion of customer content han-
dled by the csu, all end-user requests flow first to
CSU PoDs. The only requests for this content that
reach the origin servers are from CSU caching serv-
ers for objects that are expired or not in cache. Typ-
ical attacks or scans from the Internet are filtered
out at the cSU PoDs. Denial of service attacks, in
which the attacker tries to overwhelm the Web site
with a high volume of requests, can in some cases
simply be absorbed by the high capacity of the CSU,
or they can be deflected at its networking layer. More
sophisticated denial of service attacks can be local-
ized to a specific PoD by using global load balanc-
ing, leaving the others unaffected and able to serve
the customer Web site.

Alternate site content. To serve alternate customer
Web site content when the customer origin site is
unavailable, the CSU infrastructure includes HTTP
servers (separate from caching servers) in a number
of the PoDs. These servers must be loaded with the
alternate content at all times, so that they are ready
to serve it when needed. As previously mentioned,
the customer supplies XML-formatted instructions
specifying where the alternate content can be ob-
tained. A small Java** application runs at the cus-
tomer-specified frequency to retrieve that content

B4 GAYEK ET AL

from specified customer locations. A publishing ap-
plication then “pushes” the content to the HTTP serv-
ers located in the PoDs.

If the origin server persistently fails to respond to
health checks or HTTP requests, failover to the al-
ternate site content is triggered. The failover is ef-
fected by having the CSU caching servers begin to
pull site content from the CSU HTTP servers, rather
than from customer origin site HTTP servers. CSU
caching servers continue to serve content to end
users. The failure threshold is set low enough to pre-
vent most end users from experiencing site failure,
yet not so low that every momentary Internet or or-
igin server glitch causes a flip to alternate content.
Generally we seek to restrict the potential failure
window to less than a couple of minutes, though it
varies with the volume of traffic to the site. Heavily
trafficked sites might move in only a few seconds,
whereas more lightly visited ones might be switched
only by health checks after several minutes of con-
secutive origin server failure.

After the switch to alternate content has been made,
it is important to continue monitoring the origin
server to determine when to switch back to the orig-
inal content again. In addition to continued health-
checking, we also use a default expiration time of
five minutes for all alternate site content. Health
checks ensure that the cache will revert to the origin
server content as soon as it is available again, and
short expiration times ensure that end users will be
able to take advantage of the return of the origin
server within only a few minutes.

Metering and log collection. The CSU needs to col-
lect accurate information about customer traffic data
served, for both near real-time statistical reporting
and monthly usage-based billing. The source for all
this information is the server logs maintained in each
caching appliance. The CSU includes a sophisticated
system that collects, processes, summarizes, refor-
mats, and stores this log information. This facility
also supports the delivery of raw log data files to those
customers who want to perform their own statistical
analysis (in combination with origin Web server logs).

The caches supply the raw logging data in a custom
format to the log processing system. The logs are
transferred from the cache device on six-minute in-
tervals, and then they are subsequently processed by
a log parser that can process millions of hits per
minute across the physical locations. The parser gath-
ers statistics for each customer’s individual Web sites
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Figure 6 Metering and log data flow
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and collects the data into five-minute interval “buck-
ets.” At the end of the interval, all of the gathered
data are submitted to both a primary and secondary
aggregator as an XML document. Local disk queu-
ing of interval data is supported in case one or both
of the aggregators cannot be reached.

As part of this highly available design, the parsers
can be configured to send the interval data to any
number of aggregators. Data are then placed in mul-
tiple databases, and at the end of the month, a set
of reconciliation scripts are executed to report any
discrepancies. In practice, with over a year of data-
base inserts across two aggregation systems, there
have been no discrepancies.

Customers who request raw log delivery specify a
preferred format, delivery interval, and protocol. Af-
ter the logging data have been parsed, the data are
formatted into the customer’s desired format and
stored on the local disk of the parsing node. At cer-
tain intervals, log collection clients execute and trans-
fer the individual customer logs to a central loca-
tion over HTTPS. There, the log files are gathered into
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a compressed collection and subsequently sent to the
customer at the requested interval using SCP (Secure
Copy), SFTP (ssh File Transfer Protocol), or FTP.

Figure 6 illustrates the data flow from the cache de-
vices, through the log parser, to the log aggregator,
and on to the metering database. Note that the parser
communicates with multiple central log aggregators,
each of which connects to its own IBM DB2 Universal
Database* copy. At the log parser node, a parser,
a formatter, and a log collection client run. A log
collection server and a log delivery application ex-
ecute at a central log collection node.

Traffic reporting and content invalidation. To sup-
port the requirement for customer traffic reporting,
the csu includes an Internet-connected Web site for
access by customer personnel. This Web site is cen-
trally deployed along with connectivity to the cen-
tral log data DB2 databases. Customer personnel nor-
mally reach the CSU reporting Web site through the
e-business Hosting™ Connection portal, which pro-
vides a common launch point to both CSU traffic re-
ports and the response time reporting functions men-
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tioned below. Customer personnel administer their
own user IDs through 1BM’s Web Identity platform,
but administrative linkages are required with portal
and service authorization databases.

The cSU reporting Web site provides standard and
custom reports of customer traffic statistics on de-
mand, with data normally available from the meter-
ing system within 10 minutes of the traffic being
served by the CSU caching servers. Users can also
register for regular e-mail delivery of standard re-
ports. The reporting Web site is implemented with
WebSphere Application Server using JSP** (JavaSer-
ver Pages™*) and servlets, with JDBC** (Java Da-
tabase Connectivity) connections to the DB2 meter-
ing data server.

To support the requirement for active content in-
validation, this Web site also provides an HTML form
where authorized users can specify a set of content
and submit a request to invalidate. The presentation
server validates the request itself, then submits it to
a content invalidation system. This system distrib-
utes the request to each PoD location, where an in-
validation agent submits cache vendor-specific re-
quests to the appropriate caching devices.

Response time and availability monitoring. The CSU
service requirements for a 100-percent availability
SLA and a response-time-measurement option both
require Internet-based probing of customer content.
Rather than build this capability into the CSU itself,
the development team leveraged existing capabili-
ties of the IBM Global Services (IGS) Enterprise Mon-
itoring Solutions Lab (EMSL). EMSL has a number
of probe servers installed on the Internet and pro-
vides end-to-end availability and response time mon-
itoring services for a variety of transaction types (e.g.,
Web access, e-mail, file transfer).

CSU response time measurements required no new
EMSL function. As part of CSU enablement, a cus-
tomer provides the name of an object on the cus-
tomer’s Web site to be monitored. EMSL is config-
ured to regularly retrieve that object from several
different probe sites, both through the csu and di-
rectly from the customer’s origin server. Web-based
EMSL reports show the customer the relative re-
sponse times achieved, over time.

CSU availability monitoring did require new function-
ality, however, because the SLA defined an outage
as the object not being available through cSuU,
whereas it was still available from the customer’s or-
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igin site. In other words, failure of the customer’s or-
igin site would not result in CSU SLA noncompliance.
To perform this monitoring, EMSL probe logic was
modified from simply alerting appropriate person-
nel of a single site outage, to alerting them when CSU
had an outage and the origin site did not. EMSL con-
tinued to use Tivoli Event Correlation (TEC) to cor-
relate these alert events from multiple probe sites
and to notify the appropriate personnel of an out-
age. In any real CSU outage, however, the CSU op-
erations team would already have been notified of
any infrastructure problems through its own man-
agement system. The EMSL system is used primarily
for formal SLA tracking and adjudication of any out-
age reports.

The use of EMSL by CSU is an example of one utility
service building on another rather than duplicating
an existing capability. As the 1GS portfolio of on de-
mand services increases, one architectural goal is to
facilitate this type of service bundling and reuse
through programmatic provisioning interfaces.

Infrastructure management and monitoring. The
CSU was designed to be managed remotely from any-
where by a central operations team. All customer
boarding information resides in a configuration file.
Boarding refers to the process of configuring the
shared infrastructure to handle the Web content of
a new customer; that is, the service is provisioned
for the customer. This file is used to identify all val-
ues required to board a customer and is defined from
the initial customer engagement process. All tools
required to configure and manage utility computing
use this file to generate the incremental configura-
tions required to configure the caching, load-balanc-
ing, metering, monitoring, and reporting elements.

There are primarily two monitoring views: a cus-
tomer view and an operations view. Whereas the cus-
tomer view provides data unique to an individual cus-
tomer, the operations view displays the health of the
whole infrastructure, including historical trends for
capacity planning. Each PoD monitors its own sys-
tems in addition to cross-monitoring all other PoDs.
Individual PoDs report their health to two central
PoDs where the results are displayed and alerts are
generated in real time. This provides a fully redun-
dant operations monitoring solution.

The operations view monitors all elements of the in-
frastructure. Data that are less time-sensitive are
monitored every few minutes, whereas more time-
sensitive data are monitored every minute. Data with
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relaxed time constraints primarily consist of the sta-
tus of supporting software. Examples of these include
the authentication servers, network time servers, DNS
servers, out-of-band devices, and the normal oper-
ating system monitors such as CPU, disk, and mem-
ory usage of all support servers. Time-sensitive data
are monitored every minute for purposes of alert-
ing and thresholding and are displayed in real time.
Examples of the real-time data collected include
cache, CPU, and memory utilization, concurrent ses-
sions, new sessions per minute, bytes in and out of
the infrastructure, traffic distribution among sites,
requests per second, cache hits and misses per sec-
ond, and thread utilization of all caching devices.

Service provisioning. Although request-routing,
caching, security, and management systems of the
CSU are quite complex in their function, the imple-
mentation and boarding of a new customer on the
utility is very simple and has been completed in less
than one hour. The customer simply identifies the
origin Web server host name where the caches will
retrieve content, and updates its DNS with a CNAME
pointing to the utility-hosted host name. Require-
ments are defined in a customer repository file, from
which all boarding tools gain the information re-
quired to board a customer. Once properly defined,
the boarding tools perform the following tasks:

* Configure PoD caches with the customer board-
ing details. These details identify the customer
Web site URL, the back-end servers from which to
retrieve content, and the alternate site servers if
the customer has chosen the alternate site service.

* Determine the IP address to assign to the customer
URL and update the external DNS servers with this
information.

* Configure the server load balancers to allow only
the specified protocols (either HTTP or HTTPS or
both) to the customer caches.

e Configure the global load balancers with the
boarded customer URLs.

* Configure the metering and log delivery elements.

* Configure the monitoring elements to ensure 100
percent availability.

* Test and verify customer URL boarding function-
ality.

* Notify the customer that it is boarded and ready
for DNS to be pointed to the utility.

We configure all caches in a PoD to serve customer
requests but send customer requests only to a pair
of caches unless the customer traffic is expected to
exceed 100000 requests per minute. In this way only
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two caches per PoD will have to retrieve content,
minimizing cache misses and requests to the origin
Web servers. In the case where a site originally con-
figured for a lower traffic level starts to exceed the
threshold, we simply update the configuration of the
server load balancer to route the requests to addi-
tional pairs of caches.

Billing interface. As mentioned previously, charges
to CSU customers are based on usage measured in
VSUs, which in turn are based on HTTP/HTTPS request
rates. One purpose of the metering function previ-
ously described is to collect the raw per-customer
statistics required to calculate the number of VSUs
used. At the end of the billing month, a CSU-specific
accounting application extracts each customer’s traf-
fic statistics from the centralized metering database,
compares them with the customer’s ordered traffic
levels, and calculates the number of VSUSs to be billed.
The accounting application then passes its results to
a general-purpose billing engine (shared by many ser-
vices) using a standard batch interface.

The billing platform handles the rating of the cus-
tomer’s usage, integrating it with any fixed monthly
or one-time charges and generating invoices. Func-
tions such as electronic bill presentment and pay-
ment handling are also standard and did not require
custom development for the CSU.

Relationship to the Universal Management Infra-
structure. IBM Global Services is actively working on
a framework of general-purpose utility functions to
facilitate the rapid development of on demand ser-
vices such as the csu. Some of these functions in-
clude: a common metering function and data store,
a common reporting engine, and a common billing
system. These functions are collectively called the
Universal Management Infrastructure (UMI) and are
being developed and deployed in stages. Internal
analysis of the effort required to develop these sys-
tems suggests that UMI should significantly reduce
the development effort and expense of future on de-
mand services.

Performance and capacity considerations

End-to-end Web response time performance is af-
fected by numerous factors such as client and server
network connectivity, network loss and delay, server
load, HTTP version, and DNS resolution time. The
content-serving architecture has a significant posi-
tive impact on some of these factors, as well as on
important aspects unrelated to performance, such
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as cost, availability, and ease of management. In this
section we describe some of the performance con-
siderations in designing and deploying the CSU.

Architecture and capacity. In a traditional central-
ized content-serving architecture, performance and
scalability are typically improved by adding servers,
or server-side caches, to off-load some operations
from the servers such as static content serving or SSL
processing. This approach does not provide the abil-
ity to address poor performance caused by problems
in the network, however, and can be expensive be-
cause the site must often be overprovisioned to han-
dle unexpected surges in demand. At the other end
of the spectrum is edge caching provided by CDSPs
who deploy hundreds or even thousands of caches
in a large number of ISP networks. Although this ap-
proach offers very good response time performance
by locating CDN servers as close to clients as possi-
ble, it suffers from high infrastructure costs and man-
agement complexity.

In designing the CSU, the approach taken was to
deploy a regional caching utility with the ability to
increase performance and availability with more
moderate infrastructure costs. Hence, an early re-
quirement was to examine the performance impli-
cations of a regional versus edge solution. As part
of alarger performance study conducted in late 2001,
we deployed a number of cache appliances with iden-
tical content at several commercial data center lo-
cations. We also instrumented the content to be
served from a large commercial edge CDN. Our test
content was the top-level page from the 2001 U.S.
Open tennis tournament site, consisting of about 29
embedded objects, totaling roughly 104 KB. We col-
lected performance measurements using Keynote
agents'! distributed around the world and connected
to a variety of ISPs. (In this paper, we focus primar-
ily on data collected by agents located in North
America.) The Keynote agents used in our study are
well-connected and thus are more representative of
enterprise or university clients, rather than consumer
clients using dial-up or broadband access.

Figure 7 summarizes the measurement results, com-
paring the median response time performance from
several individual hosting centers with the large edge
CDN from Keynote agents located in a number of
metropolitan areas. The graph suggests that even a
single regional location can deliver good perfor-
mance to a number of clients, in some cases com-
parable to or better than a very-large-footprint CDN.
For example, data center A, located in the Midwest,
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is able to deliver very good performance to clients
in much of the region (including Chicago, Detroit,
Cleveland, St. Louis, and Minneapolis). These re-
sults confirm our view that a well-connected regional
data center can provide competitive performance
with a CDN for a large set of clients.

Though our focus was initially on North American
clients, we also collected performance measurements
for clients connecting from international locations
in Europe and Asia-Pacific. These results (not
shown) make it clear that placing content-serving lo-
cations only in North America is insufficient to pro-
vide good performance to most international clients.
The transoceanic network links introduce high la-
tency that results in poor response time. A similar
strategy of deploying a few well-connected content-
serving locations adequately serves international cli-
ents.

The experimental validation of the regional caching
approach was a critical part of the CSU design phase;
however, it was not feasible to conduct large-scale
experiments for every data center. Yet, it was still
necessary to gain some insight into the performance
and availability improvement as a function of the
number and location of CSU sites. For this task, we
created a parameterized planning tool that was sim-
ple but useful for exploring options. The tool was
based on a model in which clients were divided into
a small number of regions (e.g., New England, the
West Coast, and the South) and a latency estimate
was assigned for communication between each cli-
ent region and a number of candidate CSU sites.
These latency estimates were based on experiments
in which we measured inter-region backbone net-
work delays using a set of well-connected probe
points. We also included a parameter to assign a
weight to a client region in order to reflect relative
importance (e.g., on the basis of the level of traffic
expected). Using this model, we could then estimate
the average delay over all client regions when de-
ploying a given number of sites from the candidate
set, as well as the expected performance improve-
ment when growing the deployment. Since these de-
lays reflected backbone latency, we extended the
model to include delays from a tunable set of client
access technologies (e.g., 40 percent dial-up and 20
percent broadband). Finally, the tool also included
an analysis of application-level response time using
the delays above in conjunction with a model of Web
response time.'* With this tool, we were able to an-
alyze the resultant performance from a variety of de-
ployment scenarios and reinforce our initial design
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Figure 7 Performance of a large edge CDN versus caches deployed in individual data centers
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choices. The planning tool was useful to illustrate
the advantages of the regional caching approach,
namely, realization of the majority of performance
benefits of edge caching at a reduced cost.

CSU production environment performance. The
CSU has handled a number of high-volume special-
event Web sites since its deployment in mid-2002.
One of the early events for which we collected a large
amount of performance measurement data was the
Wimbledon 2002 tennis tournament. We collected
data similar to that described above, using Keynote
agents to download and measure the performance
of the top-level page (approximately 35 objects, 110
KB total).
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In Figure 8A and 8B we show the response time per-
formance categorized by ISP and metropolitan area
respectively. In addition to the median response time,
the graph also gives an idea of the variability with
bars indicating the 10th and 90th percentiles of the
observed measurements. Note that we excluded er-
roneous measurements in which one or more page
elements were not downloaded correctly. We also
limited the presented results to those metropolitan
regions and ISPs with two or more measurement
agents to avoid biases caused by one very high- or
low-performing agent. From the graphs we can see
fairly consistent median response time between 1.5
and 2 seconds across ISPs, as well as across metro-
politan regions. The variability exhibits wider differ-
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Figure 8A  Response time performance by client ISP
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ences, however. One limitation of these measure-
ments is that Keynote agents use one connection for
each embedded object. Thus the performance does
not benefit from using persistent connections (or
other HTTP version 1.1 features). Hence, the neg-
ative effects of packet loss in the network are exac-
erbated.

The overall response time performance can be fur-
ther broken down into component operations. In or-
der to view a Web page, the client typically must first
resolve the Web site host name to an IP address us-
ing the DNS and establish a TCP connection to the
Web server. Then the client issues a HTTP GET re-
quest for the base Web page and waits for the server
to respond. After receiving the base page, the client
parses the page to extract links to any embedded ob-
jects and then requests each object. The last phase
may itself include additional DNS requests and con-
nection establishments to retrieve objects located on
different servers. In Figure 9A we show the median
time to complete each of these operations catego-
rized by agents on different ISPs. As might be ex-
pected, the response time is dominated by the time
to fetch the objects, though this time is inflated some-
what by the lack of persistent connections. It is in-
teresting to note that the height of the other com-
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Figure 8B Response time performance by client
metropolitan area
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ponents (i.e., DNS, connection establishment, server
response) are relatively similar across most ISPs, con-
sistent with our observation that agents on different
ISPs experience roughly equal performance.

Finally, we collected data about the distribution of
client requests to the CSU in order to evaluate the
effectiveness of the DNS-based wide-area request-
routing mechanism. We show the distribution of cli-
ent requests to four of the CSU sites in Figure 9B.
Request-routing is based primarily on network de-
lay and site capacity. Because network delay roughly
correlates with geographic distance, we expect that
clients in California, for example, would be directed
primarily to the West Coast site. From the figure we
see that the request routers generally direct a ma-
jority of client requests to the nearest site, though
other sites are also explored. In some instances, cli-
ents in a particular metropolitan region are directed
in roughly equal proportions to two sites to balance
load, or because the network delay is similar.

Increased reach through peering. In some cases con-
tent providers may wish to expand the reach or ca-
pacity of the CSU by taking advantage of other CDN
networks. For example, by using a regional caching
service in conjunction with an edge-caching CDN for
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Figure 9A  Total response time broken into its components

Figure 9B  Client request distribution to CSU sites
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certain clients, the customer can transparently im-
prove performance and capacity (with an additional
cost). To enable this option, we developed a DNS-
based request router to facilitate content internet-
working'? (i.e., content peering). The peering DNS
server is deployed within the CSU infrastructure and
is configured to be authoritative for a special domain
name for peering. Clients contacting the customer
site issue a DNS request that is handled (perhaps af-
ter a referral) by the peering DNS server. On the ba-
sis of customer-specified policies, the peering DNS
responds with a referral to the CSU or one of the part-
ner networks. Each participating CDN (including the
CSU) then conducts its own internal request-routing
to ultimately return a server address to the client.

The peering request router enables a number of sim-
ple policies. For example, customers could opt to use
peering to increase capacity or reach during certain
major events by specifying a peering policy that be-
comes active at a particular date and time. Another
useful policy allows the customer to designate peer-
ing only for clients connecting from specified geo-
graphic regions. Additionally, we provided the abil-
ity to use various partner networks in combination
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by specifying that one network, for example, handle
30 percent of the requests and another 70 percent.
Finally, these policies can be combined to compose
more complex and flexible peering rules.

Concluding remarks

The content-serving utility enables improved Web
site performance and availability without requiring
customers to build the infrastructure or manage the
complexity themselves. In its design and implemen-
tation, the CSU exemplifies a number of the char-
acteristics of utility computing services. It uses open
standards to manage the environment, such as XML
for configuration, and standard protocols for man-
aging content expiration. The CSU provides a virtu-
alized caching service in which its implementation
as a shared, distributed infrastructure is transparent
to customers. Finally, the CSU exhibits several fea-
tures of autonomic computing. If a PoD becomes
unavailable (e.g., because of network outages or
scheduled maintenance), traffic is shifted from the
affected PoD and distributed to the other PoDs, gen-
erally without impact or visibility to the end users.
The CSU also optimizes performance over time by
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learning which PoD delivers the best performance
to a particular group of end users.

We also found that many of the components needed
by the CSU infrastructure could themselves be turned
into utility computing services. By taking advantage
of open standards wherever possible, CSU compo-
nents are designed to interoperate with other ser-
vices, making it possible to compose more complex
utility computing services. Monitoring, provisioning,
reporting, and billing interfaces are just a few exam-
ples of core elements that were developed for the
CSU. In the future these components could be pro-
vided by using common utility computing services.
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