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Web service technology promises advances
in the dynamic integration of on-line services.
Mechanisms are needed to assist in verifying
the quality of these services. The end user of
a Web service will quickly detect if the
content is handled correctly and if the
business process rules are adhered to, but
often, many unwarranted assumptions are
made concerning the quality of a service. Is
the provider of the service reliable? If not, the
consequences will primarily impact the user,
who will blame the provider for delivering bad
services. This paper explains the need for
Web service credentials to address this issue
and explores several aspects of an approach
that facilitates a trustworthy dynamic
integration of services.

Web service technology1–3 allows new opportunities
for inter-business collaboration in a very dynamic
manner. On the lowest, technical level, Web service
standards establish the definitions for the interface
and binding properties of the service, Web Services
Description Language (WSDL); the registry, Univer-
sal Description, Discovery, and Integration (UDDI),
where the service definitions are published by the
service provider and discovered by the service re-
questor; and the communication protocol, Simple
Object Access Protocol (SOAP), to bind and invoke
services (see Figure 1).

At a higher level, companies must agree on the terms
on which they will do business. Today, a trading part-
ner agreement (TPA) is negotiated “manually” be-
tween representatives of the two organizations, thus

establishing mutual confidence between them. Sev-
eral Web-service-related efforts are now focusing on
defining the frameworks that describe how these TPAs
may be established automatically, to allow businesses
to engage in collaborations “on the fly.”4 Although
some businesses may still have long-standing rela-
tionships (e.g. a customer and a preferred supplier),
the collaboration between other businesses may ex-
ist only for the duration of one transaction.

As in conventional business, in this model of vola-
tile collaborations, it is crucial that mutual trust ex-
ist between the two parties concerning matters such
as quality of service. This goes beyond the issue of
authentication, for which certification authorities
such as VeriSign** provide solutions.5

Building confidence. Confidence in others is a pre-
requisite for all types of commerce. If you meet
someone on the street who is selling watches, you
will be hesitant to believe him when he indicates that
the watches are solid gold Rolex** watches. Instead,
when you want to buy a watch, you go to a merchant
who inspires confidence. You seek independent ref-
erences who provide evidence of the qualities that
you are looking for. When in doubt about the re-
liability of others, you ask for input from their cur-
rent and former customers.
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For commerce to commence, your confidence level
in a provider must be sufficient. In the context of dy-
namic integration, the same concerns prevail.

Consider the example of a requestor being a broker
of services provided by other companies. In this sce-
nario, an end user uses the application provided by
the requestor to create a personal package of ser-
vices that are provided by several businesses and bro-
kered by the requestor. If a service of an unreliable
service provider is exposed to a user, the user will
complain to the requestor, and the user’s customer
satisfaction will be reduced. The requestor needs
confidence about the provider prior to making the
service available to users. This trust cannot be es-
tablished by person-to-person negotiations for sev-
eral reasons. The volatility and complexity of bus-
iness collaborations makes human negotiations very
labor-intensive, error-prone and time-consuming.
For the duration of one transaction, multiple bus-
inesses may collaborate in a way they have never
done before and will never do again. Therefore, new
ways of establishing confidence between service re-
questor and service provider must be created. In the
remainder of this technical note, we discuss in more
detail how confidence can be built in this context,
and how to check credentials using a mechanism
based on the UDDI structure.

Currently, after manual negotiation of terms, the
most widely used techniques to provide confidence
between partners are:

● Authentication schemes established by third party
certificate issuers (such as the Public Key Infra-
structure, PKI). This ensures that parties know with
whom they are dealing, but leaves them in doubt
concerning reliability.

● Private trading networks, where an authority val-
idates and taxes new traders and assures service
quality. As members of the network, providers and
requestors have a common place to go to in case
of dispute. A drawback is that in order to become
a member one may need to pay a membership fee
or meet requirements which may be too resource-
consuming.

Existing markets are complex, and transactions are
often facilitated by brokers. This reduces freedom
and openness in the selection of trading partners. In
many cases, this broker model is unnecessarily lim-
iting and can be improved by use of the solution out-
lined in this technical note.

When interacting with a new partner, a third party
can provide credentials to establish confidence.
These credentials relate not only to the party’s iden-
tity, but also to his or her ability to support all or
part of the required business processes. In this con-
text, three levels of confidence can be identified:

1. Confidence in a party’s identity (authentication).
A new partner will need to establish who he is.
When identity is authenticated, the requestor can
obtain the correct credential information.

2. Confidence in party’s performance. Many author-
ities exist that measure and administer organiza-
tional performance, including:

a) International standards bodies, for exam-
ple, ISO (International Organization for
Standardization) and SEI (Software Engi-
neering Institute)

b) National authorities, for example, BOVAG
(Dutch Federation of Entrepreneurs in the
Mobility Sector)

c) Government authorities such as the military
or the United Nations

3. General confidence in the trading party. This can
be obtained through a consensus of opinions of
other customers regarding the partner. These
opinions may express satisfaction or dissatisfac-
tion, make positive or negative recommendations,
or both.

Figure 1 Web services model
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How individual credentials are valued to determine
the level of confidence is a business decision and de-
pends on the context in which they are used. In our
model and in the remainder of this technical note,
we will focus on measurable formal information pro-
vided by credentials. Opinions of customers and non-
provable statements by a provider can be introduced
into the model, but this is not addressed here.

Credential model

In a UDDI registry, businesses register the Web ser-
vices that they are offering. The credential model fits
into the structure used in UDDI. See Figure 2 for an
example of XML code describing a credential.

Before a business is permitted to add services into
a UDDI registry, it must identify itself and provide
details it considers relevant for business partners. In
our model, this process is extended to include pub-
lication and verification of credentials. A business
is required to identify itself in an indisputable man-
ner. A reliable third party should confirm the busi-
ness’s identity. Identity needs confirmation in a le-
gally acceptable form, for example, authentication
through VeriSign, banks, or governmental agencies.
Following this, the existing UDDI security mechanism
suffices.

After identity is established, the business may start
registering Web services. Independent of the Web
services registered, the business may submit creden-
tials in a standardized format.

Credentials (e.g., an ISO 9000 certificate) result from
assessments and measurements by independent au-
thorities that are recognized as qualified to perform
them. The credential that a business submits con-
tains information on this certification. Information
on type of certification, date granted, expiry date,

and issuing authority are required. Further informa-
tion specific to the certificate can also be added. Sev-
eral types of credentials are predefined, and the
mechanism allows easy extension of credentials. Both
the exchange and storage of the credential data
should be in an XML-defined language.

Because the businesses themselves provide these cre-
dentials, the credentials need to be confirmed by the
issuing authority (or their representative). A service
in this model handles verification of the credentials
(see Figure 3). This service resembles the UDDI ser-
vice, and can be made equally centralized. Creden-
tials are submitted by the provider and checked asyn-
chronously until confirmed. To check a credential,
this service contacts the issuing authority and logs
confirmed credentials. In order to support these
checks, issuing authorities should implement Web
services that accept a credential description and re-
turn a validity statement and optional additional in-
formation, such as an expiry date.

Potential service requestors search for a service based
on the classic search criteria (for example, the spe-
cific WSDL definition) and the credentials. The com-
bination of credentials that gives a requestor enough
confidence to interact with the provider could be de-
fined in a formula, though making this ‘formula for
trust’ public could work adversely for the requestor
in some cases.

To check credentials, the requestor can submit an
agent that will be run by the central UDDI server, or
possibly on other hardware.6 The requestor has the
option, instead of providing source code for this
agent, to supply a compiled module that applies (but
does not publicize) its confidence formula. Adher-
ing to the agent-naming trend (for example,
“aglet”7), we call this agent a credlet. The credlet per-
forms the search and applies the confidence formula.
Credlets contain application code that may interact
with their originating system and with the UDDI
server.

To understand how the UDDI server interacts with
the credlet, see Figure 4, which shows the steps that
are used in discovering and using a credible service
by means of credlets.

As shown in Figure 5, the initial set of services re-
sults from the UDDI query tag. The requestor can
either specify a published XML rule to evaluate the
services using the �rule� tag, or it can invoke an

Figure 2 Description of a credential as a UDDI structure

<credential type="formal" name="ISO9000">
  

</credential>

  <business uri="...uri to uddi entry"/>
  <authority uri="...uri to uddi entry"/>
  <issue date="2002-12-31"/>
  <expiry date="2004-01-15"/>
  <valid/>
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evaluation service on a private server, specified by
the �evaluationURL� tag.

One of the key advantages of Web services is the
decoupling of implementation and transport proto-
col. An implementation-independent description of
credlets is preferred. See Figure 5 for a solution of
this type that uses XML.

Working with the model

Just as with the invocation of a target Web service,
the requestor can obtain the information on the bind-
ing of a service at design time (static binding) or at
runtime (dynamic binding).

It is likely that the selection and invocation of the
Web services will be either both static (at design
time) or both dynamic (at run time). As shown in
Table 1, in the case of static binding, the credentials

of the provider can be checked before the requestor
application becomes operational, so that the re-
questor does not have to deal with the provider’s cre-
dentials at run time. In many cases, the confidence-
level check will be performed outside of the scope
of the application, often as a manual task performed
by employees of the requestor organization.

In the case of dynamic binding, the requestor can
only check the credentials of the provider at run time
because the providers whose services are going to
be invoked are not known at design time. In this case,
performing the confidence-level check manually is
far too slow, and an automated check is preferable.
To this end, the requestor can submit the credlet that
will apply the confidence-level criteria after the ini-
tial set of providers is obtained from the UDDI. For
each provider, the requestor decides whether to in-
voke the service based on the results of the evalu-
ation of the rules.

Table 1 Static versus dynamic binding of services

Static Binding Dynamic Binding

At design time 1. Invoke UDDI request for WSDL to create
service invocation code.

2. Send credlet to UDDI.

At run time 3. Invoke services. 1. Invoke UDDI request for WSDL to create
service invocation code.

2. Send credlet to UDDI.
3. Invoke services.

Figure 3 Use of credentials and credlets in Web services
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As an alternative to always checking the credentials,
(for example, for performance reasons), the re-
questor can perform provider selection and creden-
tial checking on a regular basis (for example, once
a day) instead of before each user request.

Conclusion

This technical note presents an approach in estab-
lishing trust and confidence between buyers and sup-
pliers in a dynamic, on-line e-business scenario. Find-
ing and selecting providers of a service is improved
by adding credential checking to the process. Al-
though we present the mechanism as an add-on to
Web services, there is no hard link binding the mech-
anism to SOAP, WSDL, or UDDI; therefore, this mech-
anism may be applied in other business-to-business
environments as well.

**Trademark or registered trademark of Rolex Watch U.S.A.,
Inc. or VeriSign, Inc.
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Figure 4 Interaction of the UDDI server with a credlet

/**
* Set initial values, and for example, go
* back to the company server for private
* information.
*/
public void init( );

/**
* Provide the query to search the UDDI for a
* list of services that has to be evaluated.
*/
public java.lang.String getUddiQuery( );

/**
* This method is called for each Web service
* that has to be evaluated. The evaluation is
* either implemented in the credlet, or via calls
* back to the company's home server for a
* confidential evaluation. The services that
* pass the test are added to the list of
* credible services.
*/
public void addService(Object service);

/**
* This method is called by the requestor who
* initiated the credlet. listServices returns
* the credible services.
*/
public java.util.Enumeration listServices( );

public interface Credlet {

}

Figure 5 Implementation-independent description of  
 credlets

<credlet>
             <uddiquery>
             ....
             </uddiquery>
<!--rules for evaluating credentials--> 
<!--specified by rule tag------------->
            <rule>
       <and>
                  <name="ISO9000"/>
                  <expired="false"/>
               </and>
            </rule>

<!--Alternatively, to keep rules------>
<!--private, one may specify a URL---->
<!--containing evaluation rules------->
<!--using the evaluationURL tag------->
<!--e.g.<evaluationURL=-->
<!--"http://www.myco.com/rules"/>-->
</credlet>
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