ESA/390 Integrated
Cryptographic Facility:
An overview

This paper review: :ne objectives of the
Enterprise Systems Architecture/390™
(ESA/390™) Integrated Cryptographic Facility.

It presents the cryptographic key-management
scheme, summarizes key elements and unique
characteristics of the facility, and describes the
physical security provided by the first ESA/390
iImplementation.

Cryptography is an effective method of pro-
tecting information while it is being trans-
mitted through a communication link or while it is
stored in a medium vulnerable to unauthorized
access. Cryptographic operations can also be
used for processing message authentication codes
(MACs) and personal identification numbers (PINs)
in a financial-transaction environment.

As the connectivity of computer networks and the
quantity and value of information processed by
computers increases, concerns have grown about
the threat of disclosure or modification, done ac-
cidentally or intentionally, of sensitive data.
Computer users have demanded high-speed cryp-
tographic functions for bulk encryption to pro-
vide network and database security.

Also, because of the pervasive use of PINs at au-
tomated teller ma: “ines and point-of-sale termi-
nals, and the inci -ing use of electronic funds
transfer among b.. - - and wholesale institutions,
the financial indu:» 1« has become more security
conscious and h:* - :rted to demand high-perfor-
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mance and high-security computer systems to
support many types of financial transactions.

This paper describes the Enterprise Systems
Architecture/390™ (ESA/390™) Integrated Crypto-
graphic Facility (ICRF), which is a CPU-integrated
implementation of DEA-based cryptographic op-
erations. The Data Encryption Algorithm (DEA) is
a Federal Information Processing Standard! and
an American National Standard.?

Objectives

The overall objective is to provide a DEA-based
cryptographic facility on System/390™ machines
to support bulk encryption and financial-transac-
tion environments with high performance and se-
curity and various levels of compatibility. Fol-
lowing is a description of specific requirements
and objectives in more detail.

High performance is a key requirement for the
ICRF. With more and more automated teller ma-
chines or point-of-sale terminals attached to a
host, performance of cryptographic operations at
the host has become a constraint that prevents the
achievement of acceptable transaction rates at
several major installations. To achieve the per-
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formance requirement set for the mid-1990s, the
objective for the first high-end implementation
was 1000 transactions per second.’ A CPU-inte-
grated approach was needed to achieve this goal.

Compatibility with previous IBM cryptographic
products was another important consideration.
Applications written for the ICRF must be interop-

Overall security of a computer
system depends largely on
system integrity.

erable with existing IBM cryptographic products.
That is, it must be possible to interchange data
keys encrypted under a key-encrypting key as
well as to interchange encrypted data. Applica-
tion programs written for the Cryptographic Unit
Support Program (CUSP)* and the Programmed
Cryptographic Facility (PCF)® must be portable,
at the source-code level, to the Integrated Cryp-
tographic Service Facility (ICSF);® that is, an ap-
plication program written for CUSP or PCF, after
being recompiled or reassembled, must operate
correctly under ICSF. It must also be possible to
convert a cryptographic key data set (CKDS) from
the form used by CUSP to that used by ICSF.

Interoperability and program portability with the
IBM 4753 Network Security Processor was also
required. In this case, interoperability made the
interchange of keys necessary for many new key
types. Program portability was extended to a
larger set of functions, including operations for
MAC processing, PIN processing, and key distri-
bution. Accomplishing this extension required a
joint effort to develop a Common Cryptographic
Architecture (CcA).” CCA is intended to apply to
all future IBM cryptographic products.

The facility must be capable of processing MACs
and PINs for financial-transaction environments.
Ciphertext translation and automated key-gener-
ation and key-distribution functions were re-
quired. A secure means of installing the master
key and initial key-encrypting keys using dual
control was also required. Additionally, dynamic,
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transparent master-key change must be provided
to enhance usability and availability.

Enhanced overall security, particularly internal
security, was also an important requirement. It is
imperative that there be a way to minimize the
amount of software, particularly application pro-
grams, that must be trustworthy.

Cryptography is an effective mechanism for pro-
tecting external data but is not a total solution to
the general data security problem in a computer
system. The overall security of a computer sys-
tem depends largely on system integrity, which is
normally achieved by means of authorization and
access controls. For example, if there were no
control of the use of the cryptographic facility and
the use of keys, the overall system security could
hardly be enhanced by cryptography.? System in-
tegrity is the only ultimate protection.

In some cases, cryptography can be used to en-
hance system integrity so that the amount of soft-
ware that must be trustworthy may be reduced,
though it cannot be totally eliminated. Key han-
dling using control vectors®! is an example of
enhancing internal integrity. It is provided mainly
to reduce the degree of trust required in some
internal software that uses or controls the use of
the cryptographic facility.

Security is measured relatively. Different instal-
lations have different security requirements,
making it difficult to set up a security objective
satisfying all users. However, a security objective
is needed to achieve a balanced design and to
provide a guideline for making detailed technical
decisions. The following security objectives are
based on targeted market environments and ap-
plications. These objectives are also based on the
assumption that an operating system with reason-
able authorization or access controls is to be used
in conjunction with the cryptographic facility.

1. Provide a cryptographic facility on general-
purpose computer systems for commercial ap-
plications (as contrasted with military appli-
cations).

2. Perform all cryptographic operations by the
cryptographic facility within a physically se-
cure boundary.

3. Eliminate any practical possibility of any ma-
chine component, such as hardware or micro-
program, outside the physically secure bound-
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ary subverting the security of the crypto-
graphic facility.

4. Eliminate any practical possibility of any pro-
gram (application or privileged) deriving the
master key or encrypted cryptographic keys in
the clear (not encrypted) outside the crypto-
graphic facility. This objective applies to the
manipulation and use of the cryptographic
functions only in the normal mode and not the
special-security mode. The special-security
mode is used to enable several functions that
require keys or PINs to be in the clear and that
need tight control.

5. Eliminate any practical possibility of applica-
tion programs (as contrasted to privileged pro-
grams) subverting the intended security.

Applications

The ICRF has a number of CPU synchronous func-
tions to support the major applications now de-
scribed.

Data secrecy. To protect the secrecy of data,
high-speed encryption and decryption functions
are included. These functions provide both fast
response time for short messages and high
throughput for bulk data. They use the cipher-
block-chaining (CBC) mode of operation. !!

Message authentication. A message authentica-
tion code (MAC)" is a cryptographic checksum
that can be used to verify messages. A MAC can
be applied to a message, which is either encrypted
or in the clear, from originator to recipient.

A MAC is generated for a message using a secret
cryptographic key and is sent with the message by
the originator. The recipient performs MAC veri-
fication. A MAC is generated for the received mes-
sage using the same cryptographic key. The gen-
erated MAC is compared with the received MAC. If
they match, it is highly likely that the message is
genuine and has been received without modifica-
tions. The probability of detecting a change in the
received data is dependent on the number of bits
in the MAC.

MACs can be used to ensure the integrity of net-
work communications between systems and also
to ensure the integrity of stored data. High-per-
formance MAC-generation and MAC-verification
functions are provided to encourage such appli-
cations. These functions support a 32-, 48-, or
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64-bit MAC. The MAC-verification function per-
forms the entire verification process within a
physically secure boundary and only indicates the
verification result as being either successful or
unsuccessful.

PIN verification. A secret personal identification
number (PIN)? is usually used to authenticate the
holder of a debit card or credit card in an elec-
tronic-funds-transfer system. The PIN is basically
the cardholder’s electronic signature, and its se-
crecy is of the utmost importance.

Generally speaking, the PIN can be a random
number assigned by the card issuer or can be

A PIN may travel through several
cryptographic switching nodes
before being verified.

cryptographically derived from some information
about the cardholder, such as a primary account
number. Random PINs are normally placed in a
64-bit formatted block, called the PIN block, and
then the PIN blocks are encrypted and stored in a
PIN database for PIN verification. Derived PINs
need not be stored and can be regenerated at ver-
ification time, based on a PIN-generation key.

After being entered at an automated teller ma-
chine or point-of-sale terminal for host PIN veri-
fication, the PIN is placed in a PIN block, and the
block is encrypted and sent to the host.

If PIN verification is done using a PIN database,
the received PIN block is compared with an ap-
propriate entry from the database.

If PIN verification is done using a cryptographic
algorithm, the received PIN block is deciphered
and compared with a generated PIN. The gener-
ated PIN is derived using the appropriate infor-
mation, algorithm, and cryptographic keys. If the
generated PIN and received PIN match, verifica-
tion is successful. The ICRF performs the entire
algorithmic verification process within the phys-
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ically secure boundary and only indicates
whether the result is successful or unsuccessful.

The ICRF provides high-performance PIN-
verification functions for several algorithms. A
number of commonly used PIN-block formats are
supported by the PIN-verification functions.

Although algorithmic PIN verification would nor-
mally dictate the PIN that a cardholder must use,
aPIN offset may be included to permit cardholders
to select their own PINs. In this case, a PIN offset,
which may be recorded on the card and need not
be kept secret, specifies the relationship between
the derived PIN and the selected PIN,

PIN translation. In some situations, a PIN entered
by a cardholder may travel through several cryp-
tographic switching nodes before it reaches the
system that performs PIN verification. Normally,
the cryptographic key encrypting the PIN block is
changed at each switching node, and, depending
on the capability at the next node, the PIN-block
format may be changed. High-performance PIN-
translation functions are provided to change the
PIN-block format and encrypting key without dis-
closing the PIN outside of the physically secure
boundary.

The PIN-translation functions can also be used in
some other scenarios. For example, if PIN veri-
fication is done using a PIN database, the function
can be used to convert, if necessary, the format
of the received PIN block and the cryptographic
key encrypting the received block to match the
ones used by the PIN database.

Message translation. If the message originator
and recipient do not share a cryptographic key,
but each of them shares a secret key with a third
node, this third node may re-encipher passing
messages to allow encrypted messages to be
transmitted between the originator and recipient.
To meet this requirement, a high-speed cipher-
text-translation function is provided to decrypt
and re-encrypt the message without disclosing the
clear message outside of the physically secure
boundary.

Key management. A secret cryptographic key,
normally a key-encrypting key (KEK), must be
installed in two DEA systems before each one can
communicate with the other by using cryptogra-
phy. This initial key installation is usually per-
formed by a manual procedure.
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To minimize the number of keys that must be
manually installed, key-management functions
were designed to support a key-distribution cen-
ter (KDC). With a KDC, each system would only
need to manually install one KEK, which is shared
by the KDC. Two systems that do not share a key
could obtain a shared KEK from the KDC and then
start cryptographic communications. For that
purpose, a number of high-security key-manage-
ment functions are provided to perform on-line
key generation, key import, and key export for all
types of keys.

Basic cryptographic concepts

This section presents some basic concepts and
describes the ICRF implementation of key han-
dling, including protection of cryptographic keys,
degree of key separation, enforcement of control
vectors, and conversion of key states.

Since the DEA is a key-controlled algorithm, the
security of protected data depends on the security
of the cryptographic key. Cryptographic keys are
usually protected by encipherment under other
keys, called key-encrypting keys.

A 128-bit master key is used by the ICRF to protect
other keys in the system. The security of the mas-
ter key is achieved by storing it in nonvolatile
storage inside a physically secure boundary.
Other KEKs are also 128 bits in length and are
mostly used to protect cryptographic keys being
transmitted on external links or being stored on an
external or internal medium.

Although legitimate users will not misuse keys, an
inside adversary may attempt to do so to subvert
system security. To eliminate undesirable expo-
sures caused by misusing keys, the ESA/390 ICRF
controls key usage by means of key types based
on the control vector concept.”'

Key types. The ICRF specifies the intended usage
of a cryptographic key by assigning a key type to
the key. Thus, key type is used to achieve key
separation. When a key is generated or imported,
the type of the key is declared and remains un-
changed thereafter. For this discussion, ten key
types are described. The prescribed uses and the
key length for keys of each type are explained as
follows:
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10.

. Data-encrypting key: This key is 64 bits and

is used to encrypt or decrypt data.

Data-translation key: This key is 64 bits and
is used only for the ciphertext-translation
function. A data-translation key at an inter-
mediate system is also a data-translation key
at another system if the other system is also
an intermediate one, or it is a data-encrypting
key at another system if the other system is
the message originator or recipient.

. MAC-generation key: This key is 64 bits and is

used by the message originator to generate
MACGs.

MAC-verification key: This key is 64 bits and
is used by the message receiver to verify
MACs. The MAC-generation key at the mes-
sage originator is the MAC-verification key at
the message receiver.

. Input PIN-encrypting key: This key is 128 bits

and is used at a receiving system to protect
PIN blocks sent to this system from another
system.

Output PIN-encrypting key: This key is 128
bits and is normally used at a sending system
to protect PIN blocks sent from this system to
another system. Two systems must share a
common key to securely transmit PIN blocks;
the key is an input PIN-encrypting key at the
receiving system and is an output PIN-en-
crypting key at the sending system.

. PIN-generation key: This key is 128 bits and is

used to algorithmically generate PINs or PIN
offsets.

. PIN-verification key: This key is 128 bits and

is used to algorithmically verify PINs. For al-
gorithmic PIN-generation and -verification
processes, the PIN-generation key in the clear
form is equal to the PIN-verification key in the
clear form.

Exporter KEK: This key is 128 bits and is used
at a sending system to protect keys of any
type that are sent from this system to another
system.

Importer KEK: This key is 128 bits and is used
at a receiving system to protect keys of any
type that are sent from another system to this
system or to protect keys that are stored in-
ternally or externally and can be imported to
this system later. Two systems must share a
common KEK for exchanging keys of any
type; the key is an importer KEK at the re-
ceiver and is an exporter KEK at the origina-
tor.
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Control vectors. The ICRF uses control vectors to
specify key types and to control the intended us-
age of cryptographic keys. To implement the ICRF
in the space available, it was necessary to make
design tradeoffs between the circuitry used for
control vector granularity, for performance, and
for other functions. The resulting design was to
implement a subset of the allowable control vec-
tor combinations as described in Reference 10.
This subset, which was chosen to reduce com-
plexity and maximize performance, consists of a
set of control vectors that are predetermined con-
stants. A control vector is assigned to each key
type. To provide compatibility with the IBM 3848
Cryptographic Unit Support Program, all zeros
was chosen as the control vector for data-en-
crypting keys. Also, two variant constants were
included to assist in converting a CUSP-3848-type
CKDS that is encrypted using 3848-type variants to
the control vectors used by the ICRF.

This control-vector subset and the associated key
types are used by the IBM Common Crypto-
graphic Architecture (CCA) to ensure system in-
teroperability and program portability for current
and future 1BM products.

Key-encrypting-key derivatives. A KEK derivative
is computed by exclusive-ORing of the 128-bit
KEK with an appropriate control vector. Keys of
different types are encrypted under different KEK
derivatives. The ESA/390 implementation of the
control vector enforcement uses an implicit con-
trol vector table. The table containing control
vectors resides within the physically secure
boundary.

The function code of each cryptographic function
defines the control vectors that are to be used to
generate the appropriate KEK derivatives. If an
encrypted key is misused in an unintended cryp-
tographic function, the derivative of the specified
KEK assumed by the operation is different from
the one actually used to protect the key, and the
key cannot be correctly retrieved by the opera-
tion.

When a key is exported or imported by using the
key-management functions, the same control
vector is used to obtain the KEK derivative that
protects the key externally as is used to obtain the
master-key derivative that protects the key in the
system. Thus, the type of the key is not changed.
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The type of a key is determined by the control
vector used to obtain the KEK derivative that pro-
tects the key.

Key states. The state of a key is determined by the
key type of the KEK whose derivative encrypts the
key. Three different states of a cryptographic key
are defined: operational, exportable, and import-
able.

A key encrypted under a master-key derivative is
said to be in the operational state. Normal crypto-
graphic functions only accept keys in the opera-
tional state of the system. A key in the operational
state can be converted into the exportable state.

A key encrypted under an exporter KEK deriva-
tive is said to be in the exportable state. A key in
this state is ready to be sent to the system that
shares the same exporter KEK. A key in the ex-
portable state of a system cannot be converted into
the importable or operational state of the system.

A key encrypted under an importer KEK deriva-
tive is said to be in the importable state. A key in
the importable state can be converted into the
operational state.

If a key is sent from one system to another, the
key is sent in the exportable state with respect to
the sending system and is received in the import-
able state with respect to the receiving system.

Complementary key types. Since the DEA is a sym-
metric algorithm, two systems using cryptogra-
phy to communicate with one another must share
the same key. This key is normally used at one
system for a particular function and at the other
system for a different function. In the ICRF these
two functions performed at different systems us-
ing the same key are called complementary func-
tions. The corresponding key types for comple-
mentary functions are called complementary key
types. Thus, two copies of the same key used in
complementary functions must have complemen-
tary types.

Table 1 summarizes the complementary key
types. Note that a data-encrypting key and a data-
translation key can be the complementary type of
itself. Note also that two copies of a key en-
crypted as complementary types normally reside
in different systems.

IBM SYSTEMS JOURNAL, VOL 30, NO 2, 1991

Table 1 Complementary key types

Data-encrypting key Data-encxmms kny
Data-encrypting key Data-transm
Data-translation key Data-transhm ,
MAC-gengration key MAC-venﬁﬂaﬁou 2y
Input PIN-encrypting key :
PIN-generation key

Exporter KEK Importer KBK

When two copies of a key are generated as com-
plementary types in a system, they normally are
generated in appropriate states to ensure that they
cannot both be converted ° » the operational
state on that system; other key-usage con-
trol is not achieved, and s« exposures may
exist.

Key management

A DEA-based cryptographic .ystem requires an
effective mechanism for the secure generation,
distribution, and installation of cryptographic
keys. The control-vector scheme is a high-secu-
rity method for the key creator to control the us-
age of the keys by the key receiver; thus, it is a
secure means for network key management.
Once a key of a particular type is created, the
state of the key may b- changed subsequently,
but the type of the key normally remains un-
changed. This section discusses the ICRF key-
management functions.

Key generation. Although cryptographic keys
may be generated manually by tossing coins or
throwing dice, this section only describes auto-
mated mechanisms for generating keys by using
functions provided by the ICRF.

A DEA-based pseudo-random-number generator
is provided within the physically secure bound-
ary. The generated number may be used for many
cryptographic purposes, for example, as a cryp-
tographic key.

The generate-complementary-keys function is
used to generate two copies of a key encrypted as
complementary types. One copy is in the import-
able state, and the other is in the exportable state.
Keys of all supported ke, types can be generated
in either state.

able state can be
1€ same exporter

The generated key in the ex
sent to another system shar
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KEK. The generated key in the importable state
can be converted into the operational state so that
the key can be used by this system. Once this key

Cryptographic keys may he
distributed manually or
automatically.

is in the operational state, it can be further con-
verted into the exportable state by using an ex-
porter KEK and then can be distributed to the sys-
tem sharing this exporter KEK.

Key distribution. Cryptographic keys may be dis-
tributed manually or automatically. Automated
distribution of keys usually involves keys in the
encrypted form. Manual distribution is mainly
used for keys in the clear form.

When cryptographic keys in clear are distributed
manually, the keys are normally split into two or
more parts, called key parts; each part has the
same length as the complete key. The complete
key is obtained by exclusive-ORing all key parts.

Encrypted keys in the exportable state are ready
for automated distribution. The generate-comple-
mentary-keys function can be used to generate
cryptographic keys of any type in the exportable
state. The function can be used for both key gen-
eration and key distribution.

Cryptographic keys of any type in the operational
or importable state can be distributed by auto-
mated means to any other system if an exporter
KEK is shared between this system and the other
system. Importable keys can first be converted
into the operational state by means of the re-en-
cipher-to-master-key function. The re-encipher-
from-master-key function can be used to convert
an operational key of any type into the exportable
state. These functions do not change the type of
the key being exported or imported.

The re-encipher-from-master-key function is use-
ful to distribute one key to multiple systems. For
example, it may be desirable to send the same key
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to several systems within an enterprise so that all
of those systems can back up the originating one.
As another example, a card issuer must distribute
the same PIN-verification key to other financial
institutions so that they can perform an algorith-
mic PIN-verification process.

Key installation. The master key can only be man-
ually installed; all types of other keys may be
installed manually or automatically.

A dual-key-entry procedure is used to manually
enter cryptographic keys in the clear form. The
procedure requires that the clear key be split into
two or more parts. Each key part is separately
entered, and the entered key parts are subse-
quently combined to obtain the complete key.
The procedure is described in more detail later in
the paper.

For automatic key import, the re-encipher-to-
master-key function can be used to convert keys
of any type in the importable state into the oper-
ational state. The encipher-under-master-key
function is provided to convert a clear key into a
data-encrypting key in the operational state.

When a large number of clear keys are to be im-
ported for key types other than the data-encrypt-
ing-key type, an automatic mechanism is needed.
The encipher-under-importer-key function is pro-
vided to convert a clear key into a key of any key
type in the importable state. The function en-
crypts the clear-key value using an appropriate
derivative of an importer KEK. The key produced
by the function can be converted into the opera-
tional state by means of the re-encipher-to-mas-
ter-key function. The encipher-under-importer-
key function needs to be tightly controlled
because a malicious program could use it to pro-
duce known keys of any type. Repeated execu-
tion of this function could produce keys of dif-
ferent types but with the same clear value. A
special-security mode is defined to enable this
function and others having similar characteris-
tics. A physical key is required to activate the
special-security mode.

Dynamic master key change

One requirement is to provide dynamic master
key change in a way that is transparent to appli-
cations. This section briefly describes functions
for supporting the master-key-change process
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and mechanisms for detecting, reporting, and ver-
ifying master key change. There is only one level
of master key conversion; that is, keys encrypted
under derivatives of a master key cannot be re-
covered if the master key is changed twice before
conversion occurs.

To facilitate master key change, two registers, in
addition to the master key register, are available
in the ICRF to hold the contents of the new and old
master keys.

The re-encipher-to-new-master-key function re-
enciphers keys of any type from a derivative of
the current master key to the same derivative of
the new master key; the function provides a

The ICRF consists of a number
of cryptographic functions.

smooth transition of the master key change and is
used by the cryptographic support program to
convert the cryptographic key data set (CKDS) be-
fore the master key in hardware is changed.

The re-encipher-from-old-master-key function re-
enciphers keys of any type from a derivative of the
old master key to the same derivative of the current
master key. This function allows keys to be con-
verted after the master key in hardware has been
changed. The function is used for keys that are not
in the CKDS—some cryptographic keys may be kept
by applications. Also a master key change may oc-
cur between the suspension and resumption of a
long cryptographic operation, such as encryption of
bulk data,

A master-key-version-number (MKVN) register in
the ICRF keeps track of the master Key currently
being used. For functions using the master key, a
referenced MKVN is specified by the program.
This reference is compared with the contents of
the MKVN register. If they do not match, the op-
eration is rejected. After detection, the crypto-
graphic support program converts the key using
the re-encipher-from-old-master-key function
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and then resumes the operation. This action is
performed transparently to application programs.

The set-master-key function causes the current
master key to become the old master key and the
new master key to become the current master
key. Functions are provided for generating a ver-
ification pattern for the new master key, the cur-
rent master key, and the old master key. These
patterns are made by using a cryptographic one-
way function.!* They can be used by the crypto-
graphic support program to determine hardware
status after the initial program load.

Structure of the ICRF

This section summarizes major hardware compo-
nents of the ICRF. Also included are descriptions
of some unique characteristics of the facility.

The ICRF consists of a number of cryptographic
functions. To achieve high-performance and
high-security objectives, all cryptographic func-
tions were defined to be privileged, CPU-synchro-
nous functions. The facility includes a DEA en-
gine, a pseudo-random-number generator, a
manual-control panel, and a number of registers.
Information about master keys and some internal
secret data, such as cryptographic keys and the
pseudo-random-number generator seed, is pre-
served in nonvolatile storage while the main
power of the machine is off.

The facility is physically protected by a tamper-
resistant secure enclosure. Secret information,
such as clear keys or clear PINs, or secret inter-
mediate results are always kept inside the phys-
ically secure boundary of the ICRF.

ICRF registers. The ICRF includes the following
registers:

» The master key (MK) register contains the cur-
rent master key used by normal cryptographic
functions.

» The new master key (NMK) register contains the
new master key or new master key parts for
dynamic master key change.

+ The old master key (OMK) register contains the
old master key for dynamic master key change.

o The key part (KP) register is used as a buffer for
manually importing cryptographic keys from an
external key-entry device, such as a key pad.

o The master key version number (MKVN) regis-

YEH AND sMiTH 199




ter is provided to ensure the integrity and to

Figure 1 Integrated Cryptographic Facility control the use of the master key

Cryptographic domains. The ICRF supports mul-
tiple, independent cryptographic domains to
achieve high protection and isolation among sys-
tems running on the same machine. The MK,
NMK, OMK, and MKVN registers are replicated for
each cryptographic domain.

Systems using different cryptographic domains
are cryptographically isolated from each other be-
cause they use different master keys. A mecha-
nism is provided to prevent unauthorized systems
from accessing a cryptographic domain.

CRYPTOGRAPHIC
DOMAIN O

When the machine is operating in the Processor
Resource/Systems Manager™ (PR/SM™) mode, ”* a
cryptographic domain can be designated for each
PR/SM partition so that systems running in differ-
" oox : ent partitions can achieve the same degree of iso-
= REQISTER | lation and protection as that of physically sepa-
o | rate machines, each with a different master key.
When the machine is operating in the native
mode, different systems running on the machine
at different times by means of initial program
loading (IPL) can also use different cryptographic
domains to achieve a high degree of isolation.

NMK REGISTER

MK REGISTER

OMK REGISTER

A cryptographic-domain-index (CDX) register is
provided in each CPU containing the ICRF to des-
ignate a cryptographic domain used by crypto-
graphic functions. The register contents are
changeable only by privileged programs.

MKVN REGISTER

Figure 1 shows the structure of the ICRF.

Protection of cryptographic domain. The con-
tents of the MKVN register in a cryptographic do-
main and an authorization pattern are jointly used
to control the use of the cryptographic domain.

KP REGISTER

A

The MKVN register contents are reset to zeros by
IPL. Afterward, the register must be set to a non-

DEA | . PSEUDO- zero value before normal cryptographic functions
ENGINE J4=p RANDOM- can be performed. The register contents can be
GENERATOR set to a nonzero value only if the program can

supply the correct authorization pattern. The au-
thorization pattern is the result of a cryptographic
one-way function using the master key. The pro-
gram can obtain the authorization pattern of a
master key only when the master key is in the
NMK register. Thus, after the contents of the NMK
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register have been moved into the MK register,
other programs cannot obtain the authorization
pattern. The authorization pattern is then pro-
tected by the owner and is unknown to other pro-
grams so that no other program can use the as-
sociated master key.

Manual-control panel. A manual-control panel is
provided for clearing secret quantities, disabling
the ICRF, and controlling the use of certain special
cryptographic functions. The panel includes the
following manual controls:

¢ Reset: While this control is on, a second reset
control is enabled, causing all secret quantities
in the ICRF to be set to zeros. This control con-
sists of two physical switches to reduce the
chance of accidental operation of the reset func-
tion.

¢ Special-security mode: If this control is on, the
encipher-under-importer-key function and PIN-
generation functions are enabled. Additional
controls are provided under PR/SM to enable the
special-security mode only for selective PR/SM
partitions.

¢ Disable: With this control on, all cryptographic
functions are disabled for all cryptographic do-
mains.

* Operational key part 1 (OKP1): This control al-
lows a function to be enabled for importing the
first key part of an operational key. '

e Operational key part 2 (OKP2): While this con-
trol is on, a function is enabled for importing the
second or subsequent key part of an operational
key.

e New master key part 1 (NMKP1): Operation of
this control permits a function to be enabled for
importing the first key part of a new master key.

¢ New master key part 2 (NMKP2): With use of this
control, a function is enabled for importing the
second or subsequent key part of a new master
key.

Only one control of the OKP1, OKP2, NMKP1, and
NMKP2 can be turned on at any time. Additional
controls under PR/SM allow only one PR/SM par-
tition at a time to perform manual key entry.

Setting the above controls requires physical keys.
Entering the first key part requires different phys-
ical keys than it does to enter the remaining key
parts of an operational key or a master key.
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Dual-key entry

The ICRF provides a secure means for manually
installing the master keys and initial KEKs using
the dual-key-entry process. This section presents
a brief description of the process and a summary
of its security aspects.

The dual-key-entry process requires that the clear
key be split into two or more parts; each part has
the same length as the complete key. Each key
part is separately entered by means of a manual
key-entry device, and the key parts are combined
to form the complete key by exclusive-ORing the
corresponding bits of the key parts.

Master-key entry. For master-key entry, the key
parts are combined in the register for the new
master key. After having been entered, the key
parts of a new master key never leave the phys-
ically secure boundary.

A verification pattern is provided for each newly
entered key part. The pattern is computed using
a cryptographic one-way function and can be
used to verify whether the key part has been cor-
rectly entered.

Operational-key entry. Unlike master-key parts,
it is impractical to maintain the partially com-
pleted parts of operational keys within the phys-
ically secure boundary. It may be required, for
example, for one courier to enter the first part of
several different keys and then have a different
courier enter the second part. Before a partially
completed key part leaves the physically secure
boundary, it is exclusive-ORed with the control
vector for the intended key type and is then en-
crypted using a special master key derivative.
This value is returned to the program for subse-
quent combine operations.

Each function associated with an operational key
entry requires that the intended key type of the
ultimate key be specified. Thus, to obtain a mean-
ingful result, the program must specify the same
intended key type when the partial key part
comes out of one step and then again when it is
entered into the next step.

If the key part to be combined is the final key part,
the result is encrypted under the master key de-
rivative obtained by using the control vector for
the key type of the ultimate key. The encrypted
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quantity is the ultimate key in the operational
state and is returned to the program.

A verification pattern derived by means of a cryp-
tographic one-way function is also provided for
each key part when it is imported.

Security aspects of dual-key entry. Security of the

manual key-entry process is critical to the secur-
ity of the entire system. Much effort was devoted

Security of the manual key-entry
process is critical to the security
of the entire system.

to the design to ensure that no single person could
subvert the security of the system by misusing the
dual-key-entry process.

Since the manual key-entry process involves in-
teraction with a program, the design of a secure
key-entry process must take into consideration
that someone may attempt to compromise the
system by making subtle changes to the program.

A summary of major characteristics of the key-
entry process with explanations of some of the
original security concerns follows.

Dual-key entry is provided and two physical keys
are required to enter a complete key: one physical
key to enter the first key part and another physical
key to enter subsequent key parts. Duality en-
sures that one person does not enter both parts.

Different manual controls are required for import-
ing a master-key part than for importing an op-
erational key part. This differentiation prevents
the program from importing a master key as an
operational key or vice versa.

Changing the setting of the manual controls clears
the contents of the key-part register, thus pre-
venting the program from stealing a key part pre-
viously entered. This situation could happen, for
example, if the previous dual-key-entry process
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failed in the middle because of a transient hard-
ware failure.

The contents of the key-part register are reset at
first use so that dual-key-entry functions cannot
be retried by the program. Resetting prevents the
program from importing an operational-key part
twice, as different types. For example, if those
functions are allowed to be retried, key parts for
a MAC-verification key could be additionally im-
ported by the program as a MAC-generation key.
The program then has the potential to forge mes-
sages with valid MACs.

As another example, if the program is permitted
to combine a particular key part multiple times,
then the program can cancel out the result by
combining it twice. Thus, the security of a key
with multiple key parts could be reduced.

Each key part of an operational key can only be
imported once. The combine-key-parts function
allows only one key part to be specified by the
program and requires the other key part to be in
the key-part register.

If all key parts could be independently imported
by means of the import-key-part function, and the
combine-key-parts function were allowed to ac-
cept both key parts specified by the program, the
program could specify a key part of any type for
both arguments and obtain a known key of the
key type. The clear value of the resulting key is
zero because exclusive-ORing a value with itself
is zero.

The verification pattern produced by dual-key-
entry functions for importing operational key
parts is computed based on the value resulting
from exclusive-ORing the newly entered key part
with the control vector, specifying the key type of
the ultimate key. Thus, the pattern can be used
not only to verify whether the key part has been
correctly entered but also to verify whether the
correct intended key type was specified.

If this capability of detecting the key type of the
imported key part were not provided, the pro-
gram could subvert system security without being
caught.

With all of the above, the program might still sub-

vert system security by tricking couriers to enter
each key part of an operational key twice. For
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example, after the program imported a key part
with the intended type, the program could display
a message to the courier requesting the same key
part to be re-entered because the previous one
was lost due to a hardware transient error. If the
courier does as requested, the program then could
import the key part with a different type. To be
absolutely sure about the security, couriers
should never enter any key part twice on the same
system. With this guideline, a secure manual key-
entry procedure can be developed such that no
single party, the key-entry program or any cou-
rier, can compromise system security.

Physical security

A significant amount of engineering effort and
hardware cost has been devoted to prevent phys-
ical probing and intrusion, based on the assump-
tion that the machine may be left unattended. In
this section, we briefly describe major aspects of
physical security provided by the first ICRF im-
plementation.

Physical access control. Physical keys are re-
quired to utilize the manual-control panel; a phys-
ical key is also required to open the machine chest
for accessing cryptographic components by ser-
vice personnel.

Tamper-resistant design. The ICRF is tamper-pro-
tected. Whenever tampering is detected, a tamper
indicator is turned on and all secret quantities are
cleared to zeros. The facility becomes nonoper-
ational until the tamper indication is cleared by
manual intervention. Tamper detection is active
regardless of whether the main power of the ma-
chine is on or off.

Tamper-resistant cables are used for connections
between cryptographic components. The cable
consists of parallel wires and several layers of
metal shielding to protect transmission from
eavesdropping. The cable is also protected
against physical intrusion, such as breaking or
cutting the cable, which, when detected, triggers
the tamper indicator. Protection is also provided
against attacks utilizing low temperature and ion-
izing radiation.

Each ICRF includes a tamper-protected thermal
conduction module (TCM), which constitutes the
volatile portion. Sensors that trigger the tamper
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indicator should an opening be detected are built
inside the module.

The nonvolatile portion of an ICRF uses card-on-
board technology and is packaged in a box that is
thoroughly wrapped by tamper-detection wires.
The box is then placed in a bigger container filled
with liquid epoxy. After the epoxy congeals, it is
difficult to break or resolve the resulting epoxy
brick without triggering the tamper indicator.

Extensive hardware implementation. All crypto-
graphic functions are performed by hard-wired
circuitry inside the physically secure boundary.
The CPU microprogram, which is used to interpret
instructions and resides outside the security
boundary, does not perform any cryptographic
primitives or operations. The microprogram has
no more ability than the control program to per-
form cryptographic attacks on system security.
This design approach reduces implementation
flexibility but enhances overall system security.

No scan out. Scan rings have been used exten-
sively for error analysis in large integrated design.
Normally, when hardware errors are detected,
the service processor temporarily stops all hard-
ware clocks and scans out the hardware internal
status.

Scan rings are implemented in each ICRF for de-
bugging during development and manufacturing
cycles. However, the scan capability is disabled
before the machine is shipped, and is designed in
such a way that the capability cannot be enabled
without raising a tamper condition that clears all
secret quantities in the ICRF.

Concluding remarks

As far as we know, this product is the first com-
mercially available one that implements cryptog-
raphy in the CPUs of a general-purpose high-speed
mainframe. This integrated approach maximizes
performance and also has many advantages over
the channel-attached approach: No channel is
tied up; there is inherent high physical security of
the facility because it is not moveable; and per-
formance is automatically enhanced as CPU speed
is increased in the future. This approach did im-
pose some constraints on implementation flexi-
bility, For example, it is easier to provide pro-
grammability for channel-attached devices than
for mainframe CPU facilities. Therefore, channel-
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attached devices could easily be modified to
support new functions, such as additional PIN-
verification algorithms.

Control vectors were used for key separation to
discourage the misuse of cryptographic keys. In-
teroperability and compatibility with the IBM 4753
Network Security Processor were achieved by
using the same set of control vector constants as
defined in CCA. The degree of key separation was
determined with careful investigation so as to pro-
vide a balanced system and to best fit the design
criteria and business environments.
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