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personal  computers 
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The wide  use of  personal  computers  and  general  ac- 
cess to telecommunications  links  have  intensified  the 
need  for  computer  security,  Security  practices  as  dis- 
cussed  in  this  paper  relate to protecting  an  organiza- 
tion’s  personal  computers  as  physical  propedy,  pro- 
tecting the organization’s data and applications, and 
protecting the organization  itself. These matters  are 
discussed  from  the  point  of  view  of protection  from 
the  improper  use of  personal computers. 

U sers and managers of personal computers are 
becoming  increasingly  aware of the necessity 

to protect the computers, their applications and data, 
and the organization  from unauthorized or unin- 
tended events.”6  In this paper we deal  with the 
identification and selection of protective  practices. 
This process  begins  with the identification of the 
resources to be  protected and the hazards to be 
avoided. The personal computer is  itself  valuable 
and therefore  must be protected  from  damage, de- 
struction, misuse,  or conversion. It  also contains data 
that must  be  protected  from  modification,  destruc- 
tion, or  disclosure,  as well as applications that like- 
wise must  be  protected  from tampering or interfer- 
ence.  And, of course, the business organization, its 
other computers and applications and their data, 
must be protected from  failures,  errors, or malicious 
acts related to personal computers on the part of 
their users. 

Protecting  the  personal  computer 

Because the personal computer is a valuable  piece of 
office equipment, it  should be protected  as  valuable 
property. As it is for office equipment, this protection 
is  usually  afforded  by the normal office environment. 
Whereas  special  protection  may  be  required  for the 

data-as later discussed in this paper-it is not nor- 
mally  necessary  for the equipment. However, pro- 
tective  shells and cabinets are available and should 
be  used as required.’.’ 

Some  people assume that because a personal com- 
puter is a “computer” it must be  placed  in the same 
kind of protective computer room environment as 
is normally  provided  for  large-scale computers, in- 
cluding  special environmental conditioning, fire  sup- 
pression, and personnel access controls. Such a level 
of protection is not usually  necessary  for  personal 
computers. First, because  they are low-power  de- 
vices, they generate less heat than a light bulb. Sec- 
ond, they are designed  for  use in a wider  range  of 
temperature and humidity than is  usually found in 
an office. Third, personal computers are neither 
more vulnerable to fire nor more likely to cause a 
fire than other office equipment. Finally,  personal 
computers are neither more valuable nor more sen- 
sitive to interference than other office equipment. 
Copiers,  for  example, often cost more than personal 
computers as well as  having  some potential for in- 
terference and abuse. In comparison with a large 
computer, large-scale  systems incorporate highly 
privileged  override controls. These  privileged con- 
trols are reserved to management to protect one user 
from others. On the other hand, personal computers 
normally  have a single  user, and all controls are 
reserved to that user. 
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As for insurance, the same kind of insurance that 
covers other office equipment also  covers  personal 
c o m p ~ t e r s . ~ ~ ' ~  Many  large organizations self-insure 
their office equipment. Other companies insure un- 
der policies  with broad coverage that include per- 
sonal computers along with other office equipment. 
Although it is  good  practice to check,  only  rarely  is 
special  coverage  necessary.  Most  homeowners'  poli- 
cies  cover  personal computers in the home except 
where  they are used  for  business or are otherwise 
specifically  excluded. 

Protecting data 

Data must be protected from unauthorized or un- 
intended modification, destruction, or disclosure.' ' 
The consequences of such tampering with the data 
are mare a matter of the data themselves rather than 
of  where they are stored. The expected rate of prob- 
lems,  however,  varies  with the nature of the media 
on which  they are stored. 

In primary storage. Data in primary storage are 
invisible  except  as  displayed.  These data can be 
destroyed by a power  loss, a power  surge, or even a 
jolt of static electricity.  Personal computers may  be 
more vulnerable to static electricity than other ter- 
minals or systems.  Such  losses are usually  only an- 
noying, but could be  costly  if static were to occur 
several hours into a long job that had no checkpoints. 
The risk  of static electricity can be limited by an 
appropriate environment. Although backup power 
is not often used  for  personal computers, it is avail- 
able.  Power  surge protectors are also  available and 
may be used  if  necessary. The best protection against 
data destruction is to keep  copies." Thus, data in 
primary storage should be  periodically  saved on sec- 
ondary storage. 

On diskette. All other things being equal, data are 
less sensitive to accidental disclosure  when stored on 
diskette than when  stored on paper. On the other 
hand, data stored on diskette may be considerably 
more vulnerable to accidental erasure than the same 
data stored on paper. 

Data recorded on diskette are usually  protected  from 
disclosure by removing the diskette from the com- 
puter and storing it in a safe  place, as though the 
data were on paper. Occasionally  disks  may  be used 
or shared  in such a way as to make  off-line  storage 
infeasible,  in  which  case the data are  protected  in a 
manner similar to that recommended for fixed  disks. 
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Data stored on diskette  may  be protected from mod- 
ification and destruction by the preparation of 
backup copies.  Usually, one or two extra copies are 
all that are required. Since computers are very  good 
at preparing cheap, dense, portable copies, backup 

Some  protection  from  erasure  can 
be gained  by  making  a  copy  of  the 

data on the  fixed  disk  itself. 

copies are not unduly expensive. Thus, the risk  of 
destruction can be made very  low  by producing 
many copies and dispersing them widely, but this 
low  risk  is  achieved through an increased  probability 
of disclosure. 

On fixed disk. Data on a fixed  file must be  protected 
from accidental erasure, from failure of the device 
that would make it unrecoverable, and from  disclo- 
sure. 

Protection from erasure. As with data on diskette, 
data on a fixed  file are protected from erasure by 
making copies.  Some protection from erasure can be 
gained by making a copy  of the data on the fixed 
disk  itself. The usual  practice,  however, is for the 
copy to be  placed on a diskette. 

Protectionfrom device failure. Copies on diskette are 
also the usual form of protection against the failure 
of the device  itself. This is  usually done by storing 
on a diskette with  scheduled  frequency those data 
sets that have  been opened for  writing  since the last 
scheduled  backup. This capability is  usually  pro- 
vided by the operating system (including PC-DoS)." 
The frequency of backup is  selected so as to balance 
the time required for the backup against the updates 
that could be  lost. Given the low incidence of failure 
of  such  devices, we have found that running the 
backup program at least once per  day or once  for 
each  session  is  reasonable. 

Although  daily  or  by-the-session backup is the gen- 
eral method for  large,  fixed  disks,  it  is limited to use 
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with large numbers of small data sets. For a small 
number of  large data sets, the  amount of data  that 
must be written is  usually  large compared to  the 
amount of data  that has actually changed. Therefore, 
for such applications, dumping  the whole file onto  a 
tape may be the more economical method. The 
added cost of the tape drive may be justified on  the 
basis  of the  time savings in writing large  files on tape 
rather than  on diskette. 

For systems that  are connected to  other systems, 
consideration should be given to  the use  of those 
other systems for the storage of backup copies of 
files. This procedure use can vary in sophistication 
from simply uploading a file to complete applica- 
tions  that provide schedule management and secu- 
rity. 

In the worst  case,  when it is  necessary to recover a 
file, the  time  to recover is not  important in the 
backup decisions. Recovery is done infrequently, 
whereas backup is done frequently. When recovery 
is  necessary, the fact that  it  can be done  at all makes 
the  time required seem trivial. 

Protectionfrom disclosure. Because  fixed  files cannot 
be removed for protective storage, it is often prefer- 
able to store confidential data  on diskette. However, 
the greater speed and size of the fixed  file may justify 
the use of other protective measures to protect con- 
fidential data. 

Safe environment. The simplest way to protect con- 
fidential data  on  a fixed  file  is to lock the room in 
which the file  is kept. Where it is not possible to 
limit access to  the premises where the file is kept, 
smaller protective environments may be  used. Cab- 
inets for personal computers  and  the  contents of 
their files are available that offer protection against 
theft of the device itself as well as the files.’ 

Power locks. Casual browsing in  a benign environ- 
ment, such as a personal office in a secure building, 
can be prevented by mechanisms that control access 
to  the power to  the personal computer. Such devices 
provide lock-and-key control over the power. They 
may also be used  with complementary devices that 
sound  an  alarm if the device  is disconnected from 
its intended power source. In an  attended environ- 
ment, these devices also offer some protection 
against theft of the device  itself. 

Access control. Where concern is limited to the  data 
rather than  the property, conventional access control 
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mechanisms or encryption may offer the most eco- 
nomical protection.13-” Access control may  be  used 
where the device and  the  data  are shared by several 
users. Not only can it exclude unauthorized users, 
but it can also control sharing among users.  Because 
there Is a measurable performance penalty, such 
access control should be reserved for situations in- 
volving the sharing of a personal computer  and  data. 

Access controls for personal computers may resem- 
ble those for larger  systems,  whereby  each  user  re- 
ceives an identifier and/or  a password.  However, 

Encryption is  also  applicable  where 
data on  portable  media  pass  beyond 

the  control of the  owner. 

because  all  users  have the ability to replace the 
operating system  with one of their own choosing, 
identifier-password mechanisms rely upon encryp- 
tion of the files for their integrity. A file on  a fixed 
disk  is encrypted under  a key belonging to  the access- 
control mechanism. This mechanism can deliver the 
file in the clear text to those specified  by management 
as having legitimate access only. Thus, a user em- 
ploying his own operating system to bypass the ac- 
cess-control mechanism can access the encrypted file 
only. 

File-by-file encryption employing private keys man- 
aged  by the user may have an economic advantage 
over full  access control where only a small percentage 
of the  data is confidential and where only the device 
is shared but  the files are not. This kind of encryption 
is also applicable where data  on portable media, such 
as diskettes, must pass beyond the control of the 
owner and his trusted associates and  to confidential 
files passing across communication lines. 

Protecting  applications 

All applications must be protected from interference 
or contamination from outside themselves. Most 
such interference is unintentional rather than mali- 



cious, and  annoying  rather  than damaging. None- 
theless, the potential exists for one application to so 
interfere with another as to invalidate the results, 
make  them unusable, or even dupe  or mislead the 
user. 

Applications on a personal computer  must be pro- 
tected from other applications running  in  the same 

To control  a  communication,  one 
must  control  the  procedures  being 

executed. 

system or in communicating systems. Whenever two 
applications share storage, it is at least conceivable 
that  an action of one will damage data belonging to 
the other."-*' Computers  that  are intended for con- 
current use  by two or  more users often implement 
isolation schemes to prevent this interference. Most 
systems that  are  intended for use by a single person 
at a time do not provide such process-to-process 
isolation. 

Allocation of resources  to  processes,  programs,  or 
tasks. Therefore, the user  is responsible for protect- 
ing himself from himself by allocating his resources 
so as to maintain the required isolation among pro- 
grams. For example, a user can place programs and 
data for different applications on separate diskettes. 
On a larger  scale, one can allocate the whole machine 
to  an untested program of  which the results are 
unpredictable. The user may test together programs 
intended to  run together, so as to be confident that 
they do indeed run properly together. After taking 
these precautions, if one program should interfere 
with another,  the consequences are limited to  the 
user  himself, who is  best able to correct the situation. 

When a program has been written by a person other 
than  the user, the user must protect himself against 
the behavior of that program. He can protect data 
from inadvertent modification by removal from the 
system, and he can protect against disclosure of the 
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data by limiting access to  the system to himself. He 
can protect himself from being duped by verifying 
the results. 

Most of these precautions continue  to hold true even 
when the personal computer is connected to a com- 
munications link. The user continues  to be in con- 
trol; all program actions are visible to him and 
require his cooperation. Nonetheless, the user can 
protect himself as he does when speaking on  the 
telephone. He talks only to whom he intends; he 
gives only the  data he intends; and he strives to 
protect himself from being deceived. 

Control  communications. A user should know with 
whom he is speaking, and he should originate calls 
or receive expected calls only. Most systems that a 
user calls expect data identifying him and authenti- 
cating his identity, and the systems respond with 
confirming data.  For example, if a user dials a num- 
ber and receives the expected data  tone, he has 
probably reached the  intended system.  If,  however, 
he does not receive the expected prompt, he may 
wish to hang up  and try again. In response to  the 
expected prompt  the user must  enter his identifier 
and password. In  return,  the system transmits such 
authenticating data  as  the  time and  date of the user's 
last use of the system. If the  time  and  date received 
are not those that  are expected, the user breaks the 
connection and reports his password compromised. 
For systems that  do  not offer such authenticating 
data,  the user may compensate by looking for data 
that he  placed in  the system (preferably in  the pre- 
vious  session) or by inquiring for data  that only he 
and  the legitimate system are likely to know. 

At all times, the user retains control of the  data 
transmitted  and, in turn,  transmits only intended 
data. In order  to control a communication,  one  must 
control the procedures being executed. Therefore, 
users should not execute data received during a 
communication with a second party. Only excep- 
tional compensating controls  or a high  level  of trust 
justify deviation from this rule. 

Protecting  applications  from  the  personal 
computer 

Likewise applications running  in a communicating 
system must be protected from applications running 
in a personal computer attached to the system. In 
general, all the  controls necessary in  any on-line 
system are also necessary  when talking to a personal 
computer. However, a personal computer  can  emu- 
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late the behavior of a terminal  and  that of its user, 
and it can be programmed to  mount  an exhaustive 
attack, such as by finding an expected answer by 
exhausting the set of unexpected answers. Therefore, 

Two  persons  should  not  share  the 
same  identifier,  even  where  they 

share  the  same  privileges  and  data. 

on-line system controls must be rigorously applied. 
For example, in a system connecting with dumb 
terminals only and  in which  passwords are changed 
frequently, it may be reasonable to be tolerant of 
user errors when  signing on. However, a system 
connecting to personal computers  or to dial-up lines 
to which they may be connected must be intolerant 
of such errors. Otherwise the system may be vulner- 
able. 

To date, much of the software that enables a personal 
computer  to  emulate a terminal requires that  the 
personal computer be dedicated to  that emulation. 
That is, the software permits the personal computer 
to function as a terminal or as a computer,  but  not 
as both at  the same time.  Thus such software does 
not  support an exhaustive attack. Inasmuch as soft- 
ware to  permit  the personal computer to function as 
both a terminal  and a computer  at  the same time is 
both desirable and feasible, it is  wishful to expect 
this either-or situation to persist for very  long. 

The controls required to protect all on-line systems 
operating in environments assumed to be hostile are 
well d o ~ u m e n t e d . ~ " ~ ~  Those controls are sparsely 
and inconsistently applied in most systems. On  the 
other  hand,  the  environment is becoming increas- 
ingly open, and, with an exploding population of 
personal computers  that  environment is potentially 
more hostile. Therefore, some special cautions  are 
in order. 

User identification. To protect the organization, per- 
sonal accountability is becoming increasingly impor- 
tant in protecting applications in an environment 
that includes personal computers. Therefore, each 
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individual who uses these applications must have a 
personal identifier. Personal identifiers, together with 
node names if  used, are like addresses that persons 
use  when writing letters to  one  another. In a com- 
puter, the implicit assumption is that each addressee 
has been previously authenticated.  Under  no circum- 
stances should two persons share the same identifier, 
even where they share the same privileges and data. 

End user authentication. For me to use the system, I 
must first  satisfy the system that I am who I say I 
am.  To  do this I must have my  own secret password. 
My password  is not my address. It authenticates me 
to the system, and it is known by me and the system 
only. Passwords should be randomly chosen, fre- 
quently changed, and long enough to resist a per- 
sonal-computer-assisted exhaustive trial-and-error 
attack lasting the  entire life  of the password.  Pass- 
words of three or four characters are not likely to be 
able to meet this test unless chosen from a large 
character set or changed frequently. 

Access control. Again,  because  of the potential for 
exhaustive attacks, authorization  to resources should 
be by means of a list or algorithm that associates the 
resources with the user name  or identifier. This 
procedure should be used rather than relying upon 
passwords or lockwords assigned to  the particular 
resources-data  sets,  files, commands, transactions, 
or privileges.  Because  of the potential for high-speed 
browsing,  access rules should have safe defaults. An 
access default which has been found useful  is that 
access should be implicitly restricted except as ex- 
plicitly granted, rather than implicitly granted except 
as explicitly denied. 

Administration. Because control is  likely to be  widely 
dispersed both organizationally and geographically, 
administrative procedures for adding and deleting 
users and granting and revoking authority  must be 
both timely and c o n s i ~ t e n t . ~ ~ - ~ ~  Special consideration 
should be  given to  the procedures for revoking iden- 
tities and  authorities for terminated users or for 
accounts believed to be compromised. Management 
must be able to recognize attacks in progress and 
take prompt, effective, and efficient corrective action. 
This may involve the most difficult set of choices 
that management must make. The system itself can 
aid management by incorporating only those proce- 
dures that do not "cry  wolf." Too  many false alarms 
condition management to believe that most alarms 
are false. Therefore, alarm thresholds for denied 
accesses must be set low enough to permit timely 



intervention, yet not so low as to generate too  many 
false alarms. Maintaining  management alertness is 
difficult, but  it is not impossible. Alertness requires 
constant  attention  to  detail  and  adjustment of the 
system. 

Protecting  the  organization 

In addition to protecting the personal computer, 
data,  and applications, the organization itself must 
be protected from  the  potential negative conse- 
quences of careless, fraudulent, hostile, unlawful, or 
unethical uses  of the personal computer. These are 
acts  that,  although  authorized  in  the sense that all 

Simultaneous  connection to two or 
more  systems  requires  the  approval 
of the  managers of those  systems. 

the controls previously discussed are being applied, 
may still be unintended  and damaging to the orga- 
nization.  For example, if the vendor of a licensed 
software item finds a  pattern of copying of that 
software in violation of an agreement with the or- 
ganization, he might have cause for action to recover 
lost revenue. From  the  point of  view of the organi- 
zation, copying may be permissible or even desirable 
under  the  controls discussed. Therefore, additional 
controls  may be required to protect the property 
rights of vendors and  to protect management from 
charges of disregarding those rights. 

Policy. Most employees want to  do what manage- 
ment  intends,  and, if a sufficient number  do act 
honorably, the organization will  be  safe from haz- 
ards. When employees fail to  do what is expected, it 
is often because of a failure of management to com- 
municate  the expectation properly rather  than 
through  a failure of motive or  intent. Where a failure 
of intent is involved, it is often associated with 
unnecessary temptation. 

Therefore, it is  wise for an organization to have a 
clear policy about  the use employees are to make of 

organizational resources and the behavior expected 
of employees. Such a policy should be so designed 
and  implemented  that it holds the employees clearly 
accountable for their actions. Most organizations 
already have such policies in place, but  the applica- 
tion of personal computers may so change the way 
people work as to obscure the  intended application 
of those policies. Again, to use the example of a 
vendor’s property rights, an organization may have 
a policy that their employees will abide by the  terms 
of  all contracts  and agreements entered into by the 
organization with its vendors. That  this policy ap- 
plies to personal computer programs may not even 
be noticed by most employees. Therefore, manage- 
ment  may wish to  communicate explicitly that  em- 
ployees are  not to copy programs in violation of 
license agreements. 

Guidelines. Hypothetical or suggested guidelines for 
employee behavior and responsibility with regard to 
personal computers are presented as follows: 

Employee obligation to adhere  to  the spirit as well 
as  the letter of  all applicable laws, regulations, 
contracts, licenses, policies, standards, guidelines, 
business controls, security rules, and  other expec- 
tations. 
Restricted use  of hardware, for example, to busi- 
ness  use only. 
Rules concerning  connection to other systems. For 
example, a  connection rule might be that personal 
computers  are to be connected only to systems 
specifically authorized by the  appropriate manage- 
ment.  Simultaneous  connection to two or more 
systems would require the knowledge and  ap- 
proval of the managers of those systems. Simul- 
taneous  connection to a  computer of this organi- 
zation and  a foreign system (including user-owned 
personal computers) would require the approval 
of the director of information systems. 
Responsibility for the security of hardware, soft- 
ware, data,  and other resources. 
Responsibility for data integrity to include cor- 
rectness of computer results and updating of  re- 
mote  data bases  via authorized software and pro- 
cedures only. 
Identification of the source of data. Preparers of 
reports  must label them properly according to 
their source (i.e., the identification of the preparer, 
the systems used, and  the  data used) and according 
to  the persons who authorized  the  reports  and who 
are prepared to vouch for their integrity (i.e., 
manager, business function, or official).  Users  of 
data  are responsible for proper identification and 
authorization of the source of the  data. 

IBM SYSTEMS JOURNAL,  VOL 23, NO 3, 1984 



Ownership of  work products. The institution is 
the owner of  all data used or created. 
Management responsibility for controls, supervi- 
sion, and corrective action. A manager’s respon- 
sibility to preserve, conserve, and  control resources 
may include personal computers. Managers may 
be  held responsible for authorizing the purchase 
and use  of personal computers.33 They may also 
be held responsible for the appropriateness of  use 
and  the correctness of the results produced. They 
are responsible for effective controls, adequate 
audit trail, timely detection of variances, and nec- 
essary corrective action. 
Employee responsibility to report to responsible 
management all variances from the expected be- 
havior, use, or content of the system. 

Of course most of these things have  always been 
implicitly expected and in a legal and ethical sense 
need not be restated. Nevertheless, it may be useful 
or even  necessary to restate them  in  the context of 
the personal computer. When batch applications 
were the norm, and when all computer-generated 
output was derived from centralized, well-controlled 
machines, and when all reports prepared by individ- 
uals were handwritten or typed, there was little 
chance that a user of data would mistake a printout 
for a prepared report. Labeling and checking were 
less  necessary then  than now,  when it is possible to 
go from a mental concept to four-color slides in 
minutes. 

Concluding  remarks 

Most of the uses and effects  of the personal computer 
are expected to be benign. If this were not so, its use 
would  be so limited as to constitute no problem. 
Nonetheless, users and managers must be sensitive 
to  the potential hazards and  do what a prudent 
individual would do in the face  of those hazards. A 
safe environment  and insurance reduce the risk to 
the property. A safe environment, protective storage, 
access control, and encryption limit the risk  of  loss 
of confidentiality. Proper copying protects against 
erasure or destruction. Accountability, checking, and 
prompt corrective action help to ensure integrity. 
Finally, a clear communication of policy and  intent 
provide good protection against misuse. 
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